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 On behalf of our members, the Edison Electric Institute (“EEI”), Electric Power Supply 

Association (“EPSA”), Electricity Consumers Resource Council (“ELCON”), and National 

Rural Electric Cooperative Association (“NRECA”), together “the Associations,” hereby 

respectfully submit these comments on the Notice of Proposed Rulemaking (“NOPR”) issued by 

the Federal Energy Regulatory Commission (“Commission” or “FERC”) on September 17, 2015, 

in the above-referenced docket.1  The Associations’ members own, operate, and rely on electric 

generation, transmission, relay, and other facilities that comprise the bulk power system (“BPS”) 

whose reliability is the focus of Federal Power Act (“FPA”) Section 2152 and in turn this NOPR. 

EEI is the association that represents all U.S. investor-owned electric companies.  Our 

members provide electricity for 220 million Americans, operate in all 50 states and the District 

of Columbia, and directly employ more than 500,000 workers.  With more than $85 billion in 

annual capital expenditures, the electric power industry is responsible for one million jobs related 

to the delivery of power, including the construction of modified or new infrastructure.  Reliable, 

                                                 

1 Availability of Certain North American Reliability Corporation Databases to the Commission, Notice of 
Rulemaking, 152 FERC ¶ 61,208 (2015) (“NOPR”).  The Associations appreciate the extension of the comment 
deadline provided by the Commission. 

2 16 U.S.C. § 824o. 



 

2 

affordable, and sustainable electricity powers the economy and enhances the lives of all 

Americans.  EEI has 70 international electric companies as Affiliate Members, and 250 industry 

suppliers and related organizations as Associate Members.  Organized in 1933, EEI provides 

public policy leadership, strategic business intelligence, and essential conferences and forums.  

Furthermore, EEI’s members are actively transitioning to cleaner energy resources and 

addressing the complexities of integrating new variable renewable energy resources into the 

national grid in a manner that assures continued safe, reliable, affordable, and environmentally 

acceptable service. 

EPSA is the national trade association representing leading competitive power suppliers, 

including generators and marketers.  Competitive suppliers, which collectively account for 40 

percent of the installed generating capacity in the United States, provide reliable and 

competitively priced electricity from environmentally responsible facilities. EPSA seeks to bring 

the benefits of competition to all power customers.  EPSA companies typically operate in several 

NERC regions.    

ELCON is the national association representing large industrial consumers of electricity. 

ELCON member companies produce a wide range of products from virtually every segment of 

the manufacturing community.  ELCON members operate hundreds of major facilities and are 

consumers of electricity in the footprints of all organized markets and other regions throughout 

the United States.  Reliable electricity supply is essential to our members’ operations. 

NRECA is the national service organization for more than 900 not-for-profit rural electric 

utilities that provide electric energy to over 42 million people in 47 states or 12 percent of 

electric customers.  Kilowatt-hour sales by rural electric cooperatives account for approximately 

11 percent of all electric energy sold in the United States.  NRECA members generate 
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approximately 50 percent of the electric energy they sell and purchase the remaining 50 percent 

from non-NRECA members.  The vast majority of NRECA members are not-for profit, 

consumer-owned cooperatives.  NRECA’s members also include 65 generation and transmission 

(“G&T”) cooperatives, which generate and transmit power to 668 of the 838 distribution 

cooperatives.  The G&Ts are owned by the distribution cooperatives they serve.  Remaining 

distribution cooperatives receive power directly from other generation sources within the electric 

utility sector.  Both distribution and G&T cooperatives were formed to provide reliable electric 

service to their owner-members at the lowest reasonable cost. NRECA members are directly 

affected by the Commission’s NOPR proposal.   

   In the NOPR, the Commission proposes to modify its regulations to grant its Staff 

ongoing access to three databases of system reliability information maintained by the North 

American Electric Reliability Corporation (“NERC”), namely the Generator Availability Data 

System (“GADS”), Transmission Availability Data System “(TADS”), and protection system 

misoperations databases.3  The Commission indicates that it wants access to this information to 

identify gaps in Reliability Standards and to better understand reliability assessments performed 

by NERC under Section 215.4   

EXECUTIVE SUMMARY 

 The Associations support the Commission’s overarching goal of successful 

implementation of Section 215.  The Associations stand ready to support the Commission’s 

critical oversight role, including having all the tools necessary for successful performance of that 

role.       

                                                 

3 NOPR at P 15. 

4 Id. at P 17.   
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The Associations strongly encourage the Commission to continue to leverage existing 

NERC structures and processes in identifying potential gaps in Commission-approved Reliability 

Standards.  The Commission does not need access to the GADS, TADS, and relay misoperation 

databases to fulfill its oversight responsibilities under Section 215.  In fact, the examination of 

raw data contained in the databases will be of little use to the Commission.  The real value of the 

raw data is to inform NERC’s technical analyses and, combined with the application of entities’ 

experience and expertise, to reach meaningful conclusions and recommendations, the role that 

Section 215 assigns to NERC.  Furthermore, by gaining access to the raw data contained in the 

databases, the Commission would unnecessarily increase risk of disclosure of the data and 

ensuring harm to BPS users, owners, and operators, whose individual facility-specific 

information resides in the databases.  This risk could cause a chilling effect on voluntary 

participation in various NERC programs and activities involving data sharing.   

Therefore, instead of proceeding with the proposed rule, the Commission should take 

advantage of NERC and industry expertise by working cooperatively with NERC, the Regional 

Entities, and the electric industry to improve existing communication and to provide the 

Commission with the necessary analyses it needs without increasing the risk of unintended 

consequences.  The Associations and their members are ready to assist the Commission and its 

Staff in improving the existing FERC-NERC dialogue, and to assist and support the Commission 

in achieving its goal of successful implementation of Section 215.   

The Associations strongly believe that the unique FERC-NERC relationship has evolved 

over the last decade into an effective blend leveraging the expertise of asset owners and 

operators to develop mandatory Reliability Standards while providing government oversight of 

standards development, as envisioned by Congress.  The complexity of planning and real-time 
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operation of the nation’s BPS and the highly varying topologies and system configurations 

across the country demand this unique relationship to recognize the complexities of the system 

and to avoid “one size fits all” approaches that could cause real harm to the system if 

incorporated into Reliability Standards.  This relationship provides a strong basis for addressing 

technical concerns the Commission may have without increasing the risk of disclosing sensitive 

information.  The Associations look to assist the Commission in strengthening the relationship 

without risking disclosure of sensitive information. 

 NERC offers multiple processes that the Commission can use to achieve the goals in the 

NOPR, including the identification of potential gaps in Reliability Standards.  Those mechanisms 

include: 

• Events Analysis; 

• Analyses of patterns and trends in compliance and enforcement; 

• Discussions within the NERC technical committees on emerging issues or problem areas 
for system planning and operations; 

• NERC periodic reliability assessments and reports, along with special reliability reports; 

• Enhanced periodic review of individual standards under NERC Standards Committee 
oversight; and 

• Policy level discussions on emerging issues at technical conferences and workshops.  

 The Associations support development of an informal process whereby Commission Staff 

could work with NERC and relevant industry personnel to determine which of these tools, alone 

or in combination, would provide the best way to identify and to address areas of concern to the 

Commission.  Notably, these processes allow the Commission to obtain appropriate technical 

analyses on the issues of concern without requiring the collection of individualized utility data.  

To further supplement these processes, a properly structured information sharing process 

deserves careful consideration.  
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If instead of this preferred approach, the Commission chooses to proceed with the data 

collection proposed in the NOPR, the Commission should issue a modified NOPR that fully 

examines the following core issues raised by the NOPR proposal but not addressed in the NOPR: 

• How data collection aligns with the duties defined in Section 215, and why the 
Commission needs direct access to this data given the Commission’s successful 
history in overseeing Reliability Standards development and directing changes to 
Reliability Standards using the existing Section 215 FERC-NERC framework;  

• How the Commission will commit to sufficiently protect the confidentiality of   the 
collected data, including through use of its new FPA Section 215A authority, to avoid 
risk of harm to utilities, their facilities, and the BPS; 

• What steps the Commission will take to improve communications with NERC and the 
industry within the existing Section 215 framework and to avoid the need for even 
further collections of raw reliability data in the future; and  

• How the Commission will satisfy the Administrative Procedures Act (“APA”) and 
Paperwork Reduction Act (“PRA”) requirements for demonstrating this need, 
minimizing regulatory burdens of data collection, and addressing the concerns and 
risks raised by the NOPR; 

 Without a thorough discussion of these issues in the NOPR, it is difficult for interested 

parties to provide informed comments. 

COMMENTS 

I. The Existing FERC-NERC Framework and Processes Provide Strong Tools For 

Successful Implementation of Section 215.  

 The NOPR states that information in the GADS, TADS, and relay misoperation databases 

is necessary for the Commission to perform its responsibilities under Section 215 for two 

reasons:  (1) to determine the need for new or modified Reliability Standards; and (2) to better 

understand NERC’s periodic assessments.5  However, the Commission or Commission Staff can 

use a number of existing tools for raising questions or seeking understanding of complex 

technical issues under the existing FERC-NERC Section 215 framework without accessing the 

                                                 

5 Id. 
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highly-sensitive, facility-specific raw data contained in the databases.  Each of these processes 

offer significant feedback loops, where the Commission staff can seek discussion on and 

understanding of complex technical issues.  As a group, these tools provide a comprehensive 

experience-based structure for analyses of reliability issues, including potential gaps in the 

Reliability Standards, and provide strong workable solutions to the Commission in its critical 

Section 215 oversight role.  Again, the Associations and their members stand ready to assist the 

Commission and Commission staff, and NERC, in the use of any of these tools.  These tools 

include: 

NERC Events Analysis Program 

 System disturbances and events offer important insights on technical performance, and 

potentially uncover more generic system-wide risks.6  Forensic examinations of data and facts 

and circumstances, including sequence of events, can yield critical insights into system issues.  

Commission Staff has participated in several events analyses activities with NERC7 and used its 

knowledge of these events to identify potential changes in Reliability Standards.8  

                                                 

6 See North American Electric Reliability Corp., EA Program, http://www.nerc.com/pa/rrm/ea/Pages/EA-
Program.aspx (providing a description of the NERC Events Analysis program).   

7 See, e.g., Staffs of the Federal Energy Regulatory Commission and the North American Electric Reliability 
Corporation, Report on Transmission Facility Outages During the Northeast Snowstorm of October 29-30, 2011 
(May 31, 2012), https://www.ferc.gov/legal/staff-reports/05-31-2012-ne-outage-report.pdf; Staffs of the Federal 
Energy Regulatory Commission and the North American Electric Reliability Corporation, Arizona-Southern 

California Outages on September 8, 2011: Causes and Recommendations (Apr. 2012), 
https://www.ferc.gov/legal/staff-reports/04-27-2012-ferc-nerc-report.pdf; Staffs of the Federal Energy Regulatory 
Commission and the North American Electric Reliability Corporation, Report on Outages and Curtailments During 

the Southwest Cold Weather Event of February 1-5, 2011: Causes and Recommendations (Aug. 2011), 
https://www.ferc.gov/legal/staff-reports/08-16-11-report.pdf.   

8 E.g., Staffs of the Federal Energy Regulatory Commission and the North American Electric Reliability 
Corporation, Report on Outages and Curtailments During the Southwest Cold Weather Event of February 1-5, 

2011: Causes and Recommendations at 203-04 (Aug. 2011), https://www.ferc.gov/legal/staff-reports/08-16-11-
report.pdf.  The revisions to the TOP and IRO Reliability Standards were also based in part on the findings of these 
event analyses.  See Transmission Operations Reliability Standards and Interconnection Reliability Operations and 

Coordination Reliability Standards, Notice of Proposed Rulemaking, 151 FERC ¶ 61,236 at P 10 (2015). 
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Patterns and Trends in Compliance and Enforcement 

 Since formal enforcement activities began in 2007, the Commission has approved several 

thousand violations of the Reliability Standards and reviewed many more instances of 

noncompliance through the “Find, Fix & Track” and “Compliance Exception” reporting 

processes.  NERC maintains a comprehensive database of all enforcement actions, including 

links to the relevant Commission orders.9  This extensive accumulated record offers insights into 

underlying reliability issues.  The Commission also conducts its own reliability investigations10 

and audits,11 while also participating as observers in compliance audits of Reliability Standards 

conducted by NERC and the Regional Entities.12 

NERC Technical Committees 

 The NERC Operating Committee (“OC”) and Planning Committee (“PC”) form the basis 

for NERC’s technical committee work.13  The OC and PC focus on a broad range of issues, any 

of which could involve the identification of a gap in the Reliability Standards or of unnecessary 

or overlapping requirements.  In particular, the PC 2015-18 strategic plan sets forth a 

                                                 

9 See North American Electric Reliability Corp., Enforcement and Mitigation, 
http://www.nerc.com/pa/comp/CE/Pages/Enforcement-and-Mitigation.aspx (providing access to all formal NERC 
enforcement actions taken since 2008). 

10 See, e.g., Entergy Servs., Inc., 142 FERC ¶ 61,241 (2013).   

11 See, e.g., PJM Interconnection, L.L.C., Docket No. PA11-21-000, Audit of the Performance of PJM 
Interconnection, L.L.C. as a Table 1 Entity Responsible for Certain CIP Reliability Standards, and as a NERC-
Registered Transmission Operator and Transmission Planner (Nov. 1, 2012).   

12 See NERC Uniform Compliance Monitoring and Enforcement Program § 3.1.5.3 (June 25, 2013), 
http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/Appendix_4C_CMEP_20130625.pdf.   

13 See North American Electric Reliability Corp., Operating Committee, 
http://www.nerc.com/comm/OC/Pages/default.aspx (providing an overview of the NERC Operating Committee, 
including its scope and charter, meeting agendas, subcommittees and task forces, and related files); North American 
Electric Reliability Corp., Planning Committee, http://www.nerc.com/comm/PC/Pages/default.aspx (providing an 
overview of the NERC Planning Committee and its work materials.  
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comprehensive set of issues for attention.14  The OC and PC rosters identify Commission Staff 

personnel who have been coordinating with these committees.  

NERC Reliability Assessments 

 The NERC Reliability Assessment program area manages a large work portfolio,15 and 

NERC’s special assessments provide insight on emerging issues.16  The NOPR makes explicit 

reference to the Commission’s interest in improving its understanding of the periodic reliability 

assessments produced by NERC.  To the extent the Commission needs better explanations in 

those assessment reports or needs assessments of particular issues, the Commission can request 

that NERC provide that information.  Indeed, the Commission has directed NERC to conduct in-

depth technical studies on reliability issues of concern to the Commission in the past17 and has 

issued data requests to NERC requesting technical explanations of aspects in proposed 

Reliability Standards.18   

                                                 

14
 See North American Electric Reliability Corp., Planning Committee 2015-2018 Strategic Plan (Dec. 2014), 

available at http://www.nerc.com/comm/PC/Related%20Files%202013/2015-
2018%20Planning%20Committee%20Strategic%20Plan.pdf. 

15 See North American Electric Reliability Corp., Reliability Assessments, 
http://www.nerc.com/pa/RAPA/ra/Pages/default.aspx (Nov. 16, 2015) (providing an overview of the reliability 
assessments NERC conducts each year and access to long-term reliability assessments from 1992 to 2014, 
probabilistic assessments, special assessments, summer and winter assessments, and variable generation 
assessments).   

16 See, e.g., North American Electric Reliability Corp., 2013 Special Reliability Assessment: Accommodating an 
Increased Dependence on Natural Gas for Electric Power, Phase II: A Vulnerability and Scenario Assessment for the 
North American Bulk Power System (May 2013), 
http://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/NERC_PhaseII_FINAL.pdf.; North 
American Electric Reliability Corp., 2012 Special Reliability Assessment Interim Report: Effects of Geomagnetic 
Disturbances on the Bulk Power System (Feb. 2012), 
http://www.nerc.com/pa/RAPA/ra/Reliability%20Assessments%20DL/2012GMD.pdf.  

17 Frequency Response and Frequency Bias Setting Reliability Standard, Order No. 794, 146 FERC ¶ 61,024 at P 60 
(2014).   

18 See, e.g., Revisions to Reliability Standard for Transmission Vegetation Management, Order No. 777, 142 FERC 
¶ 61,208 at P 18 (2013).   



 

10 

Periodic Review of Individual Standards 

 If the Commission has concerns about whether particular Reliability Standards are 

accomplishing their purpose, the NERC Standards Committee has the tools and means to 

perform that analysis.  In the past, NERC has examined whether existing Standards are necessary 

or should be retired19 and has also worked to evaluate and report to the Commission on the 

efficacy of existing Standards.20  Where necessary, the Commission has directed, on its own 

initiative, the development of new Reliability Standards to address reliability risks identified by 

the Commission.21  The enhanced periodic review process offers a strong opportunity to engage 

on specific issues, and to do so within an existing discipline. 

Technical Conferences and Workshops 

 Finally, the Commission can, and does, conduct in-depth technical conferences on 

reliability issues22 and can direct NERC to conduct its own technical conferences in order to 

                                                 

19 E.g., North American Electric Reliability Corp., Standards Committee, 
http://www.nerc.com/comm/SC/Pages/default.aspx; see also, e.g., North American Electric Reliability Corp., 
Standards Committee Strategic Work Plan 2013-2015 (Jan. 16, 2013), 
http://www.nerc.com/comm/SC/Documents/SC_Strategic_Workplan_%202013-2015_012213.pdf; North American 
Electric Reliability Corp., Standards Committee Strategic Work Plan 2015-2017 (Dec. 9, 2014), 
http://www.nerc.com/comm/SC/Documents/Standards%20Committee%20Strategic%20Work%20Plan%202015-
2017_012115.pdf. 

20 E.g., North American Electric Reliability Corp., State of Reliability (May 2015), 
http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2015%20State%20of%20Reliability.pdf. 

21 The Commission initiated an inquiry around potential reliability risks involving geomagnetic disturbances, 
resulting in the two-stage directives for NERC to develop standards.  See Reliability Standard for Geomagnetic 

Disturbance Operations, Order No. 797, 147 FERC ¶ 61,209 (2014); Reliability Standards for Geomagnetic 

Disturbances, Order No. 779, 143 FERC ¶ 61,147 (2013).  The Commission also initiated an inquiry on physical 
security risks and directed NERC to develop a Standard on those issues.  Reliability Standards for Physical Security 

Measures, 146 FERC ¶ 61,166 (2014).  In response, NERC submitted Reliability Standard CIP-014-1, which the 
Commission approved.  Physical Security Reliability Standard, Order No. 802, 149 FERC ¶ 61,140 (2014).   

22 E.g., Reliability Technical Conference; North American Electric Reliability Corp., Docket Nos. AD15-7-000, et 

al., Commissioner-Led Reliability Technical Conference (June 4, 2015); Reliability Technical Conference, Docket 
No. AD14-9-000, Commissioner-Led Reliability Technical Conference (June 10, 2014); Reliability Technical 

Conference, Docket No. AD13-6-000, Reliability Technical Conference (July 9, 2013).  In addition, in Docket No. 
RM10-6, FERC Staff convened a technical conference to discuss the complex transmission planning issues relating 
to system protection relays and potential “single points of failure” as part of the consideration by the Commission of 
a proposed NERC interpretation of TPL-002.  The technical conference and informal discussions with stakeholders 
on the issues eventually led to a successful outcome.  Interpretation of Transmission Planning Reliability Standard, 
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examine the reliability issues in a specific area.23  Commission Staff can, and does, participate in 

these conferences and workshops.24 

 The Associations urge the Commission to continue to work with NERC and the industry 

to leverage these processes and, if needed, to improve them.  These processes benefit from the 

expertise of NERC and the industry, and the NOPR provides no explanation as to why these 

tools would be insufficient to identify reliability gaps or to improve Commission understanding 

of NERC analyses.  Most importantly, these processes can be structured to provide the 

Commission with the technical analysis it needs without raising all the concerns that come with 

access to individual facility information contained in the GADS, TADS, and relay misoperation 

databases.  

To complement these activities, development of a more defined information sharing 

process deserves careful consideration.  Properly structured, such a process could supplement the 

existing tools by providing insights that validate existing perceptions of an issue or inform new 

areas of technical inquiry relating to the Reliability Standards. 

II. If the Commission Moves Forward with the NOPR Proposal, the Commission 

Should First Issue a Modified NOPR to Thoroughly Address and Allow Comments 

on a Number of Core Issues. 

If the Commission proceeds with the data collection initiative, the Associations urge the 

Commission to reissue the NOPR to address a number of fundamental legal, policy, and 

technical concerns and to provide parties an adequate opportunity to provide informed 

                                                                                                                                                             

Order No. 754, 136 FERC ¶ 61,186 (2011). 

23 Reliability Technical Conference; North American Electric Reliability Corp., Docket Nos. AD15-7-000, et al., 
Commissioner-Led Reliability Technical Conference (June 4, 2015). 

24 Monitoring System Conditions – Transmission Operations Reliability Standard, et al., Docket Nos. RM13-12-
000, et al., Quarterly Status Report of the North American Electric Reliability Corporation, Fourth Quarter 2014 
(Jan. 2, 2015).   



 

12 

comments.  The Commission is obligated to address the issues presented by the NOPR “with 

sufficient clarity and specificity to allow [interested parties] to participate in the rulemaking in a 

meaningful and informed manner.”25  To fulfill that obligation, in the revised NOPR the 

Commission should address the issues discussed below.  At a minimum, any final rule adopting 

the NOPR proposal should explain how the Commission will address these issues and minimize 

the risks discussed in these comments.   

A. Explain the Goals, the Proposed Actions, and the Need For Access to the 

Databases.  

 At the Connected Entity Rulemaking technical conference on December 7, 

Commissioners Clark indicated that, in evaluating a proposed new information collection, any 

inquiry should start with the question “Does the Commission need the information” – if not, the 

discussion need proceed no further.  Commissioner LaFleur concurred.  The Associations 

agree.26 

Yet in the NOPR, the Commission has not explained how direct access to the raw data 

collected by NERC in the GADS, TADS, and misoperations databases will support its needs.  

While the databases may have value to inform events analyses or for the identification of 

patterns or trends deserving more focused analysis, it is very difficult to envision how GADS, 

TADS, or relay misoperations data in isolation would offer insights on underlying reliability 

problems.  As discussed in more detail in section II.B.1 below, Commission access to the raw 

data contained in the databases without NERC and industry analysis will not directly achieve the 

Commission’s goals of identifying gaps in Reliability Standards and in understanding NERC 

                                                 

25 American Medical Assoc. v. United States, 887 F.2d 760, 767 (7th Cir. 1989). 

26 Under the APA, federal agencies are required to “examine the relevant data and articulate a satisfactory 
explanation for its action including a ‘rational connection between the facts found and the choice made.” See Motor 

Vehicles Mfrs. Ass’n. v. State Farm Mutual Automobile Insurance Co., 463 U.S. 29, 43 (1983) (“State Farm”) 
(quoting Burlington Truck Lines v. U.S., 371 U.S. 156, 168 (1962)). 
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assessments because in and of itself the raw data, without context or NERC technical analysis, 

does not shed light on these matters. 

Furthermore, nothing in the Commission’s existing Strategic Plan for FY2014 through 

2018 indicates a need for such information, suggesting instead that the Commission will address 

emerging reliability issues requiring potential revisions to Reliability Standards by “engaging 

with the ERO,” as it has successfully done so often in the past.27   

 The Commission regularly identifies reliability gaps in the existing Reliability Standards 

and directs NERC to develop new or modified Reliability Standards to address risks.28  The 

Commission’s Reliability Standards oversight does not necessitate access to the NERC 

databases.  As of March 2015, NERC has received 793 directives from the Commission ordering 

new or revised Reliability Standards.29  NERC filed Standards revisions addressing 90 

outstanding directives over just a one-year period.30  Regarding system protection alone, the 

PRC-class of Reliability Standards, a highly complex technical issue area for planning and 

operations work in an area involving the subject databases, the Commission has developed 

extensive records and issued multiple orders, including many with directives to revise various 

PRC Reliability Standards.31     

                                                 

27 Federal Energy Regulatory Comm’n, Strategic Plan at 20 (Mar. 2014), available at: 
http://www.ferc.gov/about/strat-docs/FY-2014-FY-2018-strat-plan.pdf.  

28 Communications Reliability Standards, 151 FERC ¶ 61,039 at P 41 (2015) (directing NERC to modify COM-001-
2 to ensure the adequacy of internal communications capabilities); Reliability Standards for Geomagnetic 

Disturbances, 143 FERC ¶ 61,147 (2013) (directing the development of Reliability Standards addressing the risks 
created by geomagnetic disturbances).   

29 North American Electric Reliability Corp., Docket No. RR09-6-003, NERC Standards Report, Status and 
Timetable for Addressing Regulatory Directives, and Periodic Review of Reliability Standards at 6 (Mar. 31, 2015).   

30 North American Electric Reliability Corp., Docket No. RR09-6-003, NERC Standards Report, Status, and 
Timetable for Addressing Regulatory Directives, and Periodic Review of Reliability Standards, Transmittal Letter at 
1 (Mar. 31, 2015).  

31 Mandatory Reliability Standards for the Bulk-Power System, Order No. 693, 129 FERC ¶ 61,155 (2009); 
Transmission Relay Loadability Reliability Standard, Order No. 733, 130 FERC ¶ 61,221 (2010) (relay loadability); 
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 If the Commission decides to proceed with the data collection as proposed, the 

Commission should provide a reasoned explanation of its need for this data in light of this long, 

successful history in identifying gaps in the Reliability Standards.  The Commission should also 

explain why the existing processes discussed in Part I, supra, by which NERC gathers and 

analyzes information and then provides that analysis to FERC fails to provide the Commission 

with the information necessary for the Commission to perform its Section 215 role.   

The PRA requires the Commission to demonstrate that the information collection is 

necessary for the “proper performance of the functions of the agency.”32  The Commission must 

also accurately estimate the burden of the information collection33 so that the burden is 

“reduce[d] to the extent practicable and appropriate.”34  The NOPR does not satisfy these 

requirements.  

 

                                                                                                                                                             

Interpretation of Protective System Reliability Standard, Order No. 758, 138 FERC ¶ 61,094 (2012) (interpretation 
of PRC-005), Transmission Relay Loadability Reliability Standard, Order No. 759, 138 FERC ¶ 61,197 (2012) 
(interpretations of PRC-004, 005); Automatic Underfrequency Load Shedding and Lead Shedding Plans Reliability 

Standards, Order No. 763, 139 FERC ¶ 61,098 (2012)  (PRC-006); Regional Reliability Standard PRC-006-SERC-

01—Automatic Underfrequency Load Shedding Requirements, Order No. 772, 141 FERC ¶ 61,243 (2012) (SERC-
PRC-002 for UFLS); Regional Reliability Standard PRC-006-NPCC-1—Automatic Underfrequency Load Shedding, 
Order No. 775, 142 FERC ¶ 61,128 (2013) (NPCC-PRC-002 for UFLS); Generator Verification Reliability 

Standards, Order No. 796, 146 FERC ¶ 61,213 (2014) (PRC-019, -024 for model verification); Generator Relay 

Loadability and Revised Transmission Relay Loadability Reliability Standards, Order No. 799, 148 FERC ¶ 61,042 
(2014) (PRC-023-3, -025 for relay loadability revisions); Protection System, Automatic Reclosing, and Sudden 

Pressure Relaying Maintenance Reliability Standard, Order No. 813, 152 FERC ¶ 61,199 (2015) (revised PRC-005 
for sudden pressure relays); Commencement of Assessment of Annual Charges, Order No. 814, 153 FERC ¶ 61,050 
(2015) (PRC-002 for disturbance monitoring and reporting).  The Commission currently has open the following 
dockets RM15-7 (PRC-010 for UVLS) and RM15-8 (PRC-026 for relay performance during stable power swings). 

32 44 U.S.C. § 3508.  The OMB regulations specify that the Commission “[e]valuate whether the proposed collection 
of information is necessary for the proper performance of the functions of the agency, including whether the 
information will have practical utility.”  5 C.F.R. § 1320.8(d)(1)(i),  Practical utility means “the ability of an agency 
to use information, particularly the capability to process such information in a timely and useful fashion.”  44 U.S.C. 
§ 3502(11). 

33 44 U.S.C. § 3506(c)(2).  The OMB regulations specify that the Commission should “[e]valuate the accuracy of the 
agency’s estimate of the burden of the proposed collection of information, including the validity of the methodology 
and assumptions used.”  5 C.F.R. § 1320.8(d)(1)(ii).   

34 44 U.S.C. § 3506(c)(3)(C).   
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1. An Accurate Analysis of Need. 

In the NOPR, the Commission states that this data is “necessary to ensure the reliability 

and integrity of the Nation’s Bulk Power System”35 because it would allow the Commission to 

identify potential Reliability Standards gaps and to improve the Commission’s understanding of 

NERC’s periodic assessments.36  This misunderstands the Commission’s statutory role.  The 

Commission oversees Standards development, along with compliance and enforcement, but only 

NERC can develop Reliability Standards.37  Section 215 clearly intends for NERC to use its 

resources and technical expertise to assess the reliability of the bulk-power system, develop 

appropriate Reliability Standards and assessments, which are then filed with the Commission, 

which performs the prescribed regulatory oversight role.  

The reissued NOPR needs to clearly explain the Commission’s reasoning for a data 

collection initiative and the alignment of data collection with the separation of duties set forth in 

Section 215.  Congress delineated the roles and lines of authority between the ERO and the 

Commission in the statute.  Specifically, Section 215(d) provides that NERC is to propose and 

file Reliability Standards and modifications to those Standards, and Section 215(g) provides that 

“[t]he ERO shall conduct periodic assessments of the reliability and adequacy of the bulk-power 

system in North America.”38  In addition, Section 215(d)(2) requires due deference to the 

technical expertise of the ERO.  The Associations understand these duties to be plain and clear.39  

                                                 

35 NOPR at P 28.    

36 Id. at P 17.   

37 Under 16 U.S.C. §§ 824o(b)(1), 824o(d)(2), the Commission only has jurisdiction to approve a Reliability 
Standard proposed by the ERO and to enforce compliance.   

38 16 U.S.C. § 824o(g).      

39 If a statute’s language is plain and clear, “the duty of interpretation does not arise, and the rules which are to aid 
doubtful meanings need no discussion.” Caminetti v. United States, 242 U.S. 470 (1917).  While the Commission’s 
regulation (but not FPA Section 215) provides that information shall be provided to the Commission “as is necessary 
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The Associations also request that the modified NOPR describe how direct access to raw 

databases to assess the effectiveness of Reliability Standards does not duplicate the legal 

responsibilities of the ERO.  As noted by Commissioner LaFleur in her concurring statement on 

the instant NOPR, “it is important that we recognize the distinction between (the Commission’s) 

oversight role and NERC’s primary responsibility to monitor reliability issues and to propose 

standards to address them.”40   

The assessment of reliability data in these databases is squarely within the role of the 

ERO, which “conduct[s] periodic assessments of the reliability and adequacy of the bulk-power 

system.”41  There is no equivalent role for the Commission.  Reserving the development of 

reliability assessments to the ERO indicates that the analysis of this reliability data is not 

necessary to “proper performance of the functions of the agency.”  If the Commission needs 

further analysis of this data to identify reliability gaps, NERC is capable of providing that 

analysis.42   

NERC processes ensure that appropriate technical expertise makes proper use of this data 

in its various projects, including analyses of potential reliability implications, and to inform 

potential issues with Reliability Standards development.43  NERC already analyzes GADS and 

                                                                                                                                                             

to implement section 215 of the Federal Power Act”, the Commission’s “implementation” of section 215 of the 
Federal Power Act is limited to its role as an oversight authority, and does not include the direct assessments, 
standards development, and enforcement compliance that have been delegated by Congress to the ERO. 

40 Statement of Commission Cheryl A. LaFleur on FERC Access to NERC Data, Docket No. RM15-25-000 
(September 17, 2015) (“Even in the rare instances where the Commission has directed NERC to develop new 
standards to address reliability issues not covered in existing standards (e.g., physical security, geomagnetic 
disturbances), such directives have emanated from external events and input received by industry expertise, and not 
from direct Commission assessments of raw data.”)    
41 16 U.S.C. § 824o(g).   

42 See supra Part I. 

43 Standard Authorization Request Form, Protection System Misoperation Identification and Correction (June 9, 
2011), www.nerc.com/pa/Stand/Project 201005 Protection System Misoperations DL/Project_2010-
05_SAR_2011JUN07_clean.pdf.     
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TADS data to identify reliability problems,44 and has used this analysis to develop programs 

targeting specific reliability concerns.45  The Commission’s own analysis of raw data would be 

duplicative and inconsistent with the roles set forth in Section 215.   

2. An Accurate Estimate of Information Collection Burden 

FERC’s estimate of a de minimis burden in its PRA analysis overlooks the work required 

by utilities to submit this data to NERC in the first place.   

• NERC’s GADS data collection requires most Generator Owners to submit event reports 

containing information on the unit affected, the type of event, the magnitude of the event, 

the causes of the event, as well as other optional topics.46 

• NERC’s TADS data collection requires all BPS Transmission Owners47 to provide 

detailed identifying information for each facility 100 kV and above as well as specific 

information on each outage experienced, including a categorization of the event, the type 

of fault, the cause of the outage, and the start time and duration of the outage.48 

• NERC’s misoperations data collection requires Transmission Owners to submit 

information on each protection system misoperation, including the facility and 

equipment, the effects of the misoperation, an event description, a categorization of the 

                                                 

44 Reliability Technical Conference, Docket No. AD15-7-000, Remarks of Thomas Burgess, Vice President and 
Director of Reliability Assessment and Performance Analysis, North American Electric Reliability Corporation 
(June 4, 2015) (discussing the use of these databases for identifying reliability gaps).   

45 Reliability Technical Conference, Docket No. AD15-7-000, Remarks of Gerry Cauley, President and CEO North 

American Electric Reliability Corporation (June 4, 2015) (discussing the use of GADS and TADS for analyzing AC 
substation equipment failures and generator preparedness in extreme weather conditions and the use of 
misoperations data for reducing the number and severity of transmission outages).   

46 North American Electric Reliability Corp., GADS Reporting Instructions, Section III – Event Reporting (Jan. 1, 
2015), http://www.nerc.com/pa/RAPA/gads/DataReportingInstructions/Section_3_Event_Reporting.pdf.  

47 North American Electric Reliability Corp., Transmission Availability Data System (TADS) Data Reporting 

Instruction Manual at 18 (Aug. 1, 2014), http://www.nerc.com/pa/RAPA/tads/Documents/2015_TADS_DRI.pdf.   

48 North American Electric Reliability Corp., TADS Bulk Upload Workbook Ver. 1.5.3 (Nov. 17, 2014), 
http://www.nerc.com/pa/RAPA/tads/Pages/default.aspx.    
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misoperation, the misoperation cause(s), the components that misoperated, the type of 

relay used, the status of any analysis, and the corrective action planned.49 

 These burdens are a necessary part of the “specific, objectively supported estimate of 

burden”50 that the Commission must provide.51  Ignoring these burdens because NERC imposed 

them avoids scrutiny by the Office of Management and Budget (“OMB”) of the Commission’s 

information collection activities.52  

 The Commission also incorrectly claims that this information collection is included 

within the information collecting activities in FERC-725.53  These databases do not fall under 

FERC-725 because none of the data categories in FERC-725 relate to operational information 

collected from Registered Entities.54  A new OMB information collection authorization would be 

necessary for the Commission’s proposed data collection.   

B. Address Confidentiality Concerns. 

1. The GADS, TADS, and Relay Misoperation Databases Contain Sensitive 
Information. 
 

If adopted, the NOPR proposal would create a heightened risk of improper disclosure of 

the GADS, TADS, and misoperations information, risking harm to the Commission’s 

                                                 

49 North American Electric Reliability Corp., Protection System Misoperation Data Collection (Aug. 14, 2014), 
http://www.nerc.com/pa/RAPA/ProctectionSystemMisoperations/PRC-004-
3%20Section%201600%20Data%20Request_20140729.pdf.  Approximately 2,000 misoperations a year are subject 
to this reporting.  North American Electric Reliability Corp., NERC Staff Analysis of System Protection 

Misoperations at 1 (Dec. 2014), www.nerc.com/pa/RAPA/PA/Performance Analysis DL/NERC Staff Analysis of 
Reported Misoperations - Final.pdf. 

50 5 C.F.R. § 1320.8(a)(4). 

51 Id.  (d)(1)(ii). 

52 NERC’s data collections, such as those supporting the subject databases, are not subject to the PRA. 

53 Certification of Electric Reliability Organization; Procedures for Electric Reliability Standards (OMB Control No. 
1902-0225). 

54 Commission Information Collection Activities (FERC-725); Comment Request; Extension, 80 Fed. Reg. 50,846 
(Aug. 21, 2015).   
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jurisdictional markets and the security of the nation’s bulk-power system.  These databases 

contain proprietary and commercially sensitive information.  These three databases contain 

information that could be misused by individuals interested in threatening the security of the 

nation’s bulk power system or competitors in the marketplace.  This is largely due to the 

individualized, utility- and facility-specific information in these databases.  The databases do not 

simply identify types of facilities with certain reliability weaknesses: they identify specific 

facilities in specific locations with those weaknesses.   

For example, the GADS data includes individual generator equipment data and a record 

of equipment availability.  In addition to potentially revealing proprietary and commercially 

sensitive information regarding individual generator equipment, this information could also be 

used to pinpoint types of generation equipment that are less reliable, target specific facilities or 

clusters of facilities that use those types of equipment, and identify challenges faced by 

generators in particular geographic areas such as load pockets where generator outages pose 

greater reliability risks.  The GADS data could also be used to target weaknesses in generation 

providing power to critical facilities such as military installations, hospitals, and prisons. 

The TADS data includes information on the causes and durations of transmission 

outages.55  This database also contains proprietary and commercially sensitive information.  This 

information could also be used to identify specific transmission facilities that are particularly 

prone to outages due to equipment failures or engineering weaknesses and could be therefore 

harder to repair if attacked.   

Misoperations data identifies the facility and protection system equipment involved in the 

misoperation and provides a description of the event and the cause(s) of misoperation (e.g., AC 

                                                 

55 NOPR at P 7.    
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system, as-left personnel error, communication failures, DC system, incorrect settings, 

logic/design errors, relay failures/malfunctions).  This data could reveal proprietary trade secrets 

or other commercially sensitive data.  In addition, this data could be used to identify areas with a 

high concentration of misoperations involving large facilities or trends in the causes of 

misoperations that are reported to identify regions or facilities with issues.56  Damaged grid 

facilities in such areas are more likely to result in wider power system disruptions.  

Misoperations data could also be used to identify areas where backup and remote protection is 

more likely to fail to operate, spreading the fault.   

2. FERC and Other Agency Access to the Databases Increases the Potential 
for Disclosure of Sensitive Information. 

By accessing the GADS, TADS, and relay misoperations databases, FERC would 

increase the risk that sensitive information contained in the databases would be released, either 

intentionally, for example, in response to Freedom of Information Act (“FOIA”) requests for the 

information, or unintentionally through hackers breaching the Commission’s security systems.  

This risk multiplies if the Commission shares the information with other agencies such as the 

Department of Energy, the Energy Information Administration, or the Environmental Protection 

Agency.   

                                                 

56 Performance System Misoperations historically have exacerbated the severity of system disturbances and outages 
and, in recent NERC reports, have been identified as one of the primary risk factors.  E.g., State of Reliability 2015 
(May 2015), 
http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2015%20State%20of%20Reliability.pdf; 
State of Reliability 2014 (May 2014), 
http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2014_SOR_Final.pdf; State of Reliability 
2013 (May 2013), 
http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2013_SOR_May%2015.pdf; 2012 State of 
Reliability (May 2012), http://www.nerc.com/files/2012_sor.pdf.  The 2015 State of Reliability Report states, “[t]he 
Misoperations [Initiating Cause Code (“ICC”)] (which represents TADS ICCs Failed Protection System Equipment 
and Human Error associated with Misoperations) and the Failed AC Substation Equipment ICC both show a 
statistically significant positive correlation with transmission outage severity and show a higher relative transmission 
risk.” State of Reliability 2015 at 22 (May 2015), 
http://www.nerc.com/pa/RAPA/PA/Performance%20Analysis%20DL/2015%20State%20of%20Reliability.pdf.   
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The risk of information loss also increases with the number of individuals and 

organizations accessing and holding the data.  Information can be lost inadvertently through, for 

example, misplaced hard drives or laptops, inadvertently directed emails, or incorrectly granted 

information access.  The importance of limiting the disclosure of sensitive information as much 

as possible is why NERC’s own Critical Infrastructure Protection (“CIP”) Reliability Standards 

require an information protection policy based on “need to know” principles, which minimizes 

the personnel with access to that sensitive data.57   

Increasing the number of agencies that can obtain GADS, TADS, and misoperations data 

increases the likelihood of disclosure in response to FOIA requests.  Each agency is responsible 

for responding to the FOIA requests it receives.  An interested individual could submit FOIA 

requests to each agency, hoping that one either finds that the information is not covered by a 

FOIA exemption or agrees to disclose the information in the interest of government 

transparency.  Although recently enacted Section 215A(d)(1)(B) prohibits disclosure of critical 

electric infrastructure protection (a new statutory category of “CEII”) by other federal agencies 

or other governmental entities with which the Commission might share CEII, it is unclear how 

the Commission will be able to prohibit disclosures of GADS, TADS, and misoperations data by 

other agencies and state or tribal authorities, even if this information is considered FOIA-exempt 

CEII. 

                                                 

57 See NERC Reliability Standard CIP-003-3, R5.2, http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-
003-4.pdf (“The Responsible Entity shall review at least annually the access privileges to protected information to 
confirm that access privileges are correct and that they correspond with the Responsible Entity’s needs and 
appropriate personnel roles and responsibilities.”); NERC Reliability Standard CIP-011-1 Guidelines and Technical 
Basis at 17, http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-011-1.pdf (“A good Information 
Protection Program will document the circumstances under which BES Cyber System Information can be shared 

with or used by third parties.  The organization should distribute or share information on a need‐to‐know basis.”). 



 

22 

The best way to avoid these problems is for the Commission not to access the 

information in the first place.  Maintaining this information at NERC avoids the concerns that 

arise if this information is held by the Commission or any other federal agency.  NERC is not 

subject to FOIA and would be the only organization holding the data, minimizing disclosure 

risk.58  In addition, NERC’s confidentiality rules do not include a preference for disclosure and, 

critically, NERC is never compelled to disclose information in response to any such request.59 

3. The Commission’s Existing Information Protection Regulations Must 
Ensure Sufficient Protection of Sensitive Information. 

The NOPR acknowledges the Commission’s proposal “might raise confidentiality issues 

regarding certain of the data contained in these databases,” but it notes only that the Commission 

will take “appropriate steps . . . in handling such information.”60  The Commission then footnotes 

the requirements of FOIA and the Commission’s own privileged materials and critical energy 

infrastructure information.61 

FOIA Concerns 

If the GADS, TADS, and misoperations data is in the control of the Commission, it 

would be at risk of FOIA requests.  Although the Commission has grounds on which it can 

attempt to defend this information from FOIA requests, these defenses are not absolute.  The 

                                                 

58 FOIA applies to “agencies,” defined as “any executive department, military department, Government corporation, 
Government controlled corporation, or other establishment in the executive branch of the Government (including the 
Executive Office of the President), or any independent regulatory agency.”  5 U.S.C. § 552 (f)(1).  NERC, as the 
ERO, does not fall within the definition of “agency” because EPAct 2005 defined the ERO and the Regional Entities 
as “not departments, agencies, or instrumentalities of the United States Government.”  Energy Policy Act of 2005, 
Title XII § 1211(b), 119 Stat. 946 (Aug. 8, 2005).   

59 North American Electric Reliability Corp., Rules of Procedure, Section 1503(4) & 1503(5) (Nov. 4, 2015), 
http://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/NERC_ROP_Effective_20151104_without_Appendice
s.pdf (“NERC Rules”). 

60 NOPR at P22.  

61 Id. at P 22, n.48.   
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ultimate decision on the release of this data resides with authorities outside of FERC itself, and 

this creates threats to the reliability of the BPS.   

The Commission could attempt to protect this data by claiming it is subject to a FOIA 

exception.  For example, Exemption 7 protects “records or information compiled for law 

enforcement purposes,” but that is generally construed as records specifically for enforcement of 

criminal or civil law, not simply general investigatory activities.62  In some circumstances, 

Exemption 7(F) has been used to protect information that could pose a broader safety threat, such 

as a threat of mass destruction, even though not directly related to law enforcement 

proceedings.63  However, there is limited precedent supporting this broad reading of the 

exemption, and the Associations have found no case where a court addressed the type of data at 

issue in this NOPR.   

It is possible that some of this information would be protected from mandatory FOIA 

disclosure by the recently passed Section 215A of the FPA, contained in Section 61003 of the 

Fixing America’s Surface Transportation Act, colloquially known as the “Highway Bill.”64  

Under new Section 215A(d)(1)(A), information classified as “critical electric infrastructure 

information” “shall be exempt from disclosure under [FOIA].”   

However, even under the heightened protections provided by Section 215A, every time 

data is provided to any new agency or party, there continues to be a greater risk of disclosure if 

this information resides with the Commission than if it resides solely at NERC.  Even with legal 

                                                 

62 Pratt v. Webster, 673 F.2d 408, 420-21 (D.C. Cir. 1982).   

63 See, e.g., Living Rivers, Inc. v. U.S. Bureau of Reclamation, 272 F. Supp. 2d 1313, 1319-21 (D. Utah 2003); Pub. 
Emps. for Envt’l Resp. v. U.S. Sect. Int’l Boundary & Water Comm’n, 839 F. Supp. 2d 304 (D.D.C. 2012) 
(protecting inundation maps identifying areas downstream from dams that would be at risk of flooding if a dam is 
damaged).   

64 P.L. 114-94 (2015).  Signed into law on December 4, 2015 
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and procedural protections, additional significant risks exist that may enable malicious actors to 

gain access to such information.      

CEII Concerns 

The mechanics of the Commission’s existing CEII rules and the Commission’s past 

practice under those rules make disclosure even more likely, and it is not clear whether the 

Commission will revise its regulations to resolve these concerns in response to Section 215A.  In 

the past, even though it had tools to prevent disclosure of CEII, the Commission has regularly 

provided highly sensitive CEII to any party that has a “legitimate need for the information”65 and 

in some cases that agrees to adhere to the Commission’s non-disclosure agreement.66  The 

Commission has authorized such releases over the vehement objections of both utilities and 

Regional Entities.67   

The mechanics of the Commission’s proposal also create a risk that utilities may not even 

be able to object to disclosure under the CEII protections as they currently exist.  The NOPR 

would allow Commission Staff to view and download the information from the non-public 

NERC databases.68  However, under the Commission’s existing regulations, CEII protections 

apply only if the information is accompanied by a written justification for CEII treatment69 and if 

                                                 

65 18 C.F.R. § 388.113 (2015).   

66 See, e.g., Stan Lee, 121 FERC ¶ 62,133 (2007); Sara Bishop, 121 FERC ¶ 62,087 (2007).   

67 See, e.g., Vu Nguyen, 122 FERC ¶ 62,019 (2008) (granting access to Form 715 CEII even though Southwest 
Power Pool, CenterPoint Energy, and Oncor Electric Delivery Company opposed the disclosure of their data); Mike 

McGuffin, 122 FERC ¶ 62,003, at PP 11, 16 (2008) (granting access to Form 715 data over the objections of SERC 
Reliability Corporation, CenterPoint Energy Houston Electric, LLC, FirstEnergy, Southwestern Power 
Administration, Oncor Electric Delivery Company, CPS Energy, and Southwest Power Pool and despite 
acknowledging it as CEII under Exemption 7(F)).   

68 NOPR at P 15.    

69 18 C.F.R. § 388.112(b)(1) (2015). 
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the documentation is labeled as CEII.70  Because Commission Staff would be accessing NERC’s 

databases, the requirements to notify affected utilities under the CEII regulations would not be 

met because no one is marking this information as CEII and justifying its classification as CEII 

when providing that data to FERC.  All of these problems can be avoided if the Commission 

works with industry stakeholders through NERC to leverage existing structures and processes to 

obtain information necessary for the Commission’s oversight role in a way that avoids the risks 

associated with the movement of CEII.    

4. Actions Need To Align With NERC Rules of Procedure. 

The NOPR’s proposed mechanism could not be implemented in compliance with 

NERC’s confidentiality rules.  The information in these databases is confidential information 

under Section 1501 of the NERC Rules of Procedure.71  Section 1505(1) therefore requires 

NERC to notify the entities that provided that information whenever the information is requested 

by the Commission.  This protection is critical to the utilities that provide confidential 

information to NERC because it allows them to know where their sensitive data is held, which 

helps them understand the risks posed by those disclosures and take steps to reduce those risks.72  

Over time, Section 1500 has contributed to NERC earning trust that it will collect, manage, and 

protect various data as set forth in the Commission-approved rules.   

Under the NOPR proposal, the Commission would not be able to fulfill that requirement.  

Each time FERC Staff logs onto the databases and requests access to the data, NERC must 

provide new notifications to the entities that provided the information.  A single, one-time notice 

                                                 

70 Id. 

71 This information would likely qualify as either Confidential Business and Market Information under Section 
1501(1)(i) of the NERC Rules or CEII under Section 1501(1)(ii) of the NERC Rules. 

72 Section 1500, the confidentiality provisions of the NERC Rules of Procedure, were approved by the Commission 
in Docket No. RR06-1-003, January 18, 2007, and are binding on NERC under 18 C.F.R. § 39.2(b).   
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would be insufficient because the entities providing data and the data itself would often be 

different each time Commission Staff logs in. 

5. Taking Raw Reliability Data from NERC Could Have a Significant 
Chilling Effect on Participation in NERC Data Gathering Efforts. 

While stakeholders’ trust has grown, implementation of the NOPR proposal could 

produce a significant chilling effect on the industry’s information sharing with NERC.  This will 

reduce voluntary information sharing and lead to more formal data requests that are likely to be 

far less effective.  This chilling effect will be more profound if the Commission requests access 

to other NERC databases that rely on voluntary sharing by Registered Entities.  For example, 

direct access to NERC’s Electricity Sector – Information Sharing and Analysis Center data will 

likely chill voluntary sharing due to commercial, security, and regulatory risks.  In addition, if 

these databases are used for non-reliability purposes, such as economic policy and enforcement 

purposes, it would further undermine the voluntary cooperation provided by the industry to date.  

Utilities have participated in this information sharing to improve reliability, not to create new 

reliability or market risks. 

6. The Commission Must Ensure that Sensitive Information Remains 
Confidential. 

At a minimum, if the Commission proceeds with collecting CEII data, we urge the 

Commission to work with NERC and the industry to minimize the risk of disclosure of sensitive 

information that FERC does collect.  This requires a more careful analysis than the passing 

reference to confidentiality in the NOPR.73  Under new FPA Section 215A, the Commission is to 

undertake a rulemaking to identify “critical electric infrastructure information” and to take steps 

                                                 

73 NOPR  at P 22.   
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to protect its confidentiality.  That is a logical place to ensure that sensitive information the 

Commission does collect is carefully protected.   

Congress added Section 215A to the FPA after the Commission issued the NOPR and 

before comments were due on the Commission’s proposal.  As the Commission recognized in 

the NOPR, the confidentiality concerns presented by the data collection are a key issue in this 

proceeding.  However, given the timing of the change in law, the Commission has not explained 

how new Section 215A will affect the confidentiality issue.  For example, commenters do not 

know whether or not the Commission will consider the GADS, TADS, and misoperations data to 

be CEII.  Likewise, commenters in this docket do not know what the Commission’s process or 

criteria for the “authorized” release of the statutory CEII will be and whether this data may be 

disclosed in that manner.  In addition, the development of Section 215A conforming rules will 

take place during 2016.   Given these uncertainties, commenters have not had a meaningful 

opportunity to provide comments on the adequacy of the Commission’s protections for this data.     

C. Take Steps to Limit and Avoid the Need for Further Such Data Collections. 

 The Associations strongly believe that gaining access to the GADS, TADS, and 

misoperations databases would provide insufficient insights on reliability issues without 

additional context and information from NERC, and is therefore unlikely to aid the Commission 

in accomplishing the twin objectives stated in the NOPR.  There has been no indication or 

suggestion in FERC or NERC communications of a reliability gap in the mandatory standards 

that might be informed by an examination of GADS/TADS/misoperations data.  The NOPR also 

lacks any evidence that these databases would allow the Commission to identify a specific 

reliability gap.  Furthermore, the raw data is unlikely to provide additional clarity to the analysis 

provided by NERC Staff, who cull, organize, and evaluate the data in the databases.   
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 Once the Commission recognizes this, the Commission will likely want more expansive 

data collection efforts, which will require proportional increases in staffing and process oversight 

and will further heighten industry concerns.  The Commission has not provided any legal 

limiting principle that would prevent one set of data collection from leading to another and then 

to another, effectively substituting this new FERC initiative for the ERO’s technical as well as 

data collection and analysis expertise.   

 Again, the best option for avoiding the need for such further data collections is for the 

Commission and NERC to improve on the current structures and processes, with the support and 

assistance of the electric industry.  The Associations recommend that alternative.  

CONCLUSION 

WHEREFORE, for the foregoing reasons, the Associations urge the Commission to 

leverage its existing tools to achieve the goals described in the NOPR without the risks of 

sensitive data disclosure created by the existing proposal.  If the Commission proceeds with this 

proposed data collection, the Associations request that the Commission issue a modified NOPR 

to fully examine the issues raised in these comments so that interested parties have a meaningful 

opportunity to explore and comment on these issues.   
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