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The Edison Electric Institute (“EEI”), the Electric Power Supply Association (“EPSA”), 

and the Electricity Consumers Resource Council (ELCON), (collectively, the “Trade 

Associations”) on behalf of our member companies, respectfully submit these comments, in 

response to the Notice of Proposed Rulemaking (“NOPR”) issued by the Federal Energy 

Regulatory Commission (“the Commission” or “FERC”) on June 16, 2016, and published at 81 

Fed. Reg. 43557 on July 5, 2016 in the above-referenced docket.1   

In the NOPR, the Commission proposes to amend its regulations regarding Critical 

Energy Infrastructure Information and privileged information to implement the provisions of the 

Fixing America’s Surface Transportation Act (“FAST Act”)2 pertaining to the designation, 

protection and sharing of Critical Electric Infrastructure Information.3  The FAST Act directs the 

Commission to issue regulations aimed at securing and sharing sensitive information under 

                                                           
1 Regulations Implementing FAST Act Section 61003 – Critical Infrastructure Security and Amending Critical 
Energy Information, Notice of Proposed Rulemaking, 155 FERC ¶ 61,278 (2016). 

22 See Fixing America’s Surface Transportation, Pub. L. No. 114-94, 129 Stat. 1312 (2015) (to be codified at 16 
U.S.C. 824 et seq.). 

3 See NOPR at P 1.  
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Section 215A(d)(2) of the Federal Power Act (“FPA”).4  In response, the Commission proposes 

to revise 18 C.F.R. sections 375.313, 388.112 and 388.113, which address handling of 

confidential information.5  In particular, the NOPR proposes modifications to the Commission’s 

existing Critical Energy Infrastructure Information process, in part, to comply with the FAST 

Act.  The NOPR states that the amended process will be referred to as the Critical 

Energy/Electric Infrastructure Information (“CEII”) process.6   

EEI is the trade association that represents all U.S. investor-owned electric companies. 

Our members provide electricity for 220 million Americans, operate in all 50 states and the 

District of Columbia, and directly employ more than 500,000 workers.  With more than $85 

billion in annual capital expenditures, the electric industry is responsible for millions of jobs 

related to the delivery of power, including the construction of modified or new infrastructure.  

Reliable, affordable, and sustainable electricity powers the economy and enhances the lives of all 

Americans.  EEI also has 70 international electric companies as Affiliate Members, and 250 

industry suppliers and related organizations as Associate Members.  Organized in 1933, EEI 

provides public policy leadership, strategic business intelligence, and essential conferences and 

forums.  In addition, its members include Generator Owners and Operators, Transmission 

Owners and Operators, Load-Serving Entities, and other entities that provide confidential 

information to the Commission and are the focus of FERC analyses that may contain information 

that needs to be kept confidential.  Furthermore, EEI members are subject to mandatory 

Reliability Standards developed and enforced by the North American Electric Reliability 

Corporation (“NERC”), and much of the information FERC may obtain from NERC also needs 

                                                           
4 FAST Act at § 61,003. 

5 See NOPR at P 2.  

6 See id.  



3 

to be kept confidential. 

EPSA is the national trade association representing leading competitive power suppliers, 

including generators and marketers. Competitive suppliers, which collectively account for 40 

percent of the installed generating capacity in the United States, provide reliable and 

competitively priced electricity from environmentally responsible facilities. EPSA seeks to bring 

the benefits of competition to all power customers. EPSA companies typically operate in several 

NERC Regions.  The comments contained in this filing represent the position of EPSA as an 

organization, but not necessarily the views of any particular member with respect to any issue. 

ELCON is the national association representing large industrial consumers of electricity. 

ELCON member companies produce a wide range of products from virtually every segment of 

the manufacturing community. ELCON members operate hundreds of major facilities and are 

consumers of electricity in the footprints of all organized markets and other regions throughout 

the United States. Reliable electricity supply is essential to its members’ operations.  

EXECUTIVE SUMMARY 

The Trade Associations appreciate the Commission’s efforts to implement its new FAST 

Act authority to protect critical electric infrastructure information, which the act defines as 

including the Commission’s prior critical energy infrastructure information so that the two 

programs can interlink seamlessly without earlier critical energy infrastructure information being 

at risk of inappropriate disclosure.  The Trade Associations also appreciate that the Commission 

aims to build on its existing confidentiality regulations in implementing its new authority, as a 

way to build on an existing foundation and improve the existing framework without discarding 

elements of it that function well. 
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However, the Trade Associations are concerned that the Commission has not taken 

sufficient steps to implement its new authority and to protect information whose disclosure can 

cause harm to the bulk-power system.  In the FAST Act, Congress explicitly has exempted from 

release under the Freedom of Information Act (“FOIA”)7 critical electric infrastructure 

information, which Congress defined as “a system or asset of the bulk-power system, whether 

physical or virtual, the incapacity or destruction of which would negatively affect national 

security, economic security, public health or safety, or any combination of such matters.”8  

Congress directed the Commission to issue regulations designated such information as CEII, and 

to ensure that the confidentiality of the information would be maintained, while ensuring that 

agencies and utilities with a need to know the information to maintain system security could get 

the information in a timely manner.  The Commission’s determinations regarding information 

that will be protected are to extend to protect the information in the hands of other federal, state, 

local, and tribal agencies, even in the face of other disclosure statutes.  Further, the Commission 

is required to identify sanctions that will apply if agency staff or others inappropriately disclose 

the information.  This is a strong message by Congress that the security of the bulk-power 

system is a serious matter and information whose release could compromise the system is to be 

fully protected. 

Yet the NOPR is proposing that the Commission will continue to rely on its existing  

critical energy infrastructure information regulations, which require individuals submitting 

information to identify it as confidential and allow the Commission to release the information 

broadly to others upon a minimal showing of need or in some cases without such a showing.  

                                                           
7 5 U.S.C. 552. 

8  FPA section 215A(a)((2). 
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Furthermore, the Commission is proposing to continue responding to requests by third parties for 

the information within very tight time frames, giving utilities that have provided sensitive 

information to the Commission or whose assets may be at harm if information about them is 

released as little as five calendar days to respond to the requests and to Commission decisions to 

release information.  This is simply too little protection and engagement with utilities whose 

assets are at risk. 

The Commission also has not clarified how it will protect sensitive information it 

receives from other agencies, entities such as NERC and consultants, or persons or develops 

through its own analyses, other than to say it will use internal controls.  Nor has the Commission 

clarified how it will work with the Department of Energy (“DOE”) and other federal, state, local, 

and tribal agencies to ensure that the information is protected, as Congress has directed.  The 

Commission also has not fleshed out the sanctions that agency officials and staff, as well as third 

parties, will face for inappropriate disclosure.  At the same time, the Commission has not 

indicated how it will facilitate sharing of information among utilities and with agencies such as 

FERC, the DOE, the Department of Homeland Security, and state and local counterparts to help 

safeguard the security of the bulk-power system. 

For these reasons, the Trade Associations recommend that the Commission issue a final 

rule consistent with the comments below.  Given the industry’s extensive experience with 

maintaining the reliability and security of the bulk-power system; the Trade Associations and our 

members would be happy to assist the Commission and Commission staff to make the necessary 

changes. 
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BACKGROUND 

The Commission’s existing critical energy infrastructure regulations were designed to 

restrict unfettered general public access to this information, while still permitting those with a 

need for the information to obtain it in an efficient manner.  In other words, the existing 

regulations reflect a delicate balance between the rights of interested persons to participate fully 

in Commission proceedings and the Commission’s responsibility to protect the nation’s energy 

infrastructure by ensuring sensitive information is handled in a safe and secure manner.  

In Order Nos. 630 and 630-A, the Commission established its existing rules for entities 

outside of the Commission to gain access to critical energy infrastructure information that would 

otherwise typically not be available under FOIA.9  Among the elements of the final rule 

contained in those orders, the Commission detailed which location information is excluded from 

the definition of Critical Energy Infrastructure Information and which is included.  The 

Commission also delegated responsibility to the Critical Energy Infrastructure Information 

Coordinator (“Coordinator”) to process requests for this information and to determine what 

information qualifies as C.  The Commission found that these restrictions and the final rule were 

necessitated by the terrorist acts committed on September 11, 2001, and the ongoing terrorism 

threat.   

Subsequently, in Order No. 683, FERC clarified the definition of Critical Energy 

Infrastructure Information,10 required requesters of the information to submit executed non-

                                                           
9 See Critical Energy Infrastructure Information, Order No. 630, 68 Fed. Reg. 9,857 (2003), FERC Stats. & Regs. ¶ 
31,140 (2003); order on reh’g, Order No. 630-A, 68 Fed. Reg. 46,456 (2003), FERC Stats. & Regs. ¶ 31,147 
(2003).  The FOIA Process is specified in the Commission’s regulations at 18 C.F.R. 399.108. 

10 This information was clarified to be specific engineering, vulnerability, or detailed design information about 
proposed or existing critical infrastructure that: (1) relates details about the production, generation, transportation, 
transmission, or distribution of energy; (2) could be useful to a person in planning an attack on critical infrastructure; 
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disclosure agreements with their requests, and provided that the notice and opportunity to 

comment on a request for Critical Energy Infrastructure Information would be combined with the 

notice of release of information.  Thus, the current procedures require each requester to file a 

signed, written request in which he or she provides to the Coordinator detailed information about 

himself or herself and his or her need for the information, along with an executed non-disclosure 

agreement.  Commission staff verifies and utilizes this information to determine whether to 

release the information to the requester.  The current process requires Commission staff to verify 

each requester when each request is made.11  The Commission has continued to refine its rules 

governing such information and issued Order No. 702, which, among other things, modified its 

rules regarding non-disclosure agreements, clarified the Commission will seek a requester’s date 

and place of birth on a case-by-case basis rather than require such information with every request 

for protected information, and clarified it would  not require social security numbers with 

requests.    

On December 4, 2015, the FAST Act was enacted.  While primarily concerned with 

transportation matters, the FAST Act also added section 215A to the FPA to improve the security 

and resilience of energy infrastructure in the face of emergencies.  Among other requirements, 

the FAST Act defines critical electric infrastructure information as information related to critical 

electric infrastructure that is designated as critical electric infrastructure information by the 

Commission or the DOE, and directs the Commission to issue regulations to establish criteria 

and procedures to designate protected information.  The FAST Act also directs the Commission 

                                                                                                                                                                             

(3) is exempt from mandatory disclosure under the Freedom of Information Act, 5 U.S.C. 552 (2000); and (4) does 
not simply give the general location of the critical infrastructure.  Order No. 683, 116 FERC ¶ 61,263 (2006). 

11 See Critical Energy Infrastructure Information, Order No. 683, 71 Fed. Reg. 58,273 (2006), FERC Stats. & Regs. 
¶ 31,228 (2006)(“Order No. 683”); order on reh’g, Order No. 683-A, 72 Fed. Reg. 18,572 (2007) (“Order No. 683-
A”). 
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to prohibit the unauthorized disclosure of the information, and to ensure there are appropriate 

sanctions in place for Commissioners, officers, employees or agents of the Commission or the 

DOE who knowingly and willfully disclose critical electric infrastructure information in a 

manner that is not authorized under this section.  Finally, the Commission is required to facilitate 

voluntary sharing of critical electric infrastructure information with, between, and by 

governmental, tribal authorities, the Electric Reliability Organization (“ERO”), regional entities, 

and certain other entities specified by the statute or determined appropriate by the Commission, 

while taking into account standards of the ERO. 

COMMENTS 

The Trade Associations acknowledge and appreciate the Commission’s efforts to 

implement its new FPA section 215A authority promptly, and to build on FERC’s existing 

confidentiality rules.  However, the NOPR’s regulations as proposed are still to ambiguous and 

inadequate to sufficiently ensure the security of sensitive infrastructure information, which was 

the intent of the FAST Act.  Instead of increasing the protection of sensitive infrastructure 

information, the proposed regulations could well prove to be counterproductive and increase the 

potential for the inappropriate disclosure of this sensitive information, thus negatively affecting 

national security, economic security, public health, or public safety.  To address these critical 

issues, the Trade Associations offer the following comments and recommendations.   
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I. The regulations should explicitly designate information related to compliance with 

the Reliability Standards as critical electric infrastructure information and exempt 

it from disclosure under section 388.113 of the proposed regulations       

The purpose of the standards developed by the ERO (“Reliability Standards”) is “to 

provide for reliable operation of the bulk-power system.”12  Information related to compliance 

with the Reliability Standards that is submitted to the Commission by (a) the users, owners, and 

operators of the bulk-power system, (b) NERC, or (c) the regional entities may be important for 

the Commission to carry out its jurisdictional responsibilities under FPA section 215.  However, 

the proposed CEII regulations do not provide the protections necessary to protect this sensitive 

information from disclosure.  

Information related to compliance with the Reliability Standards is inherently sensitive 

because it includes detailed information on facilities, systems, and assets deemed by the 

Commission as necessary to provide for the reliable operation of the bulk-power system.  

Although not all of the information may, at first blush, appear to be critical, much of it may be 

useful to adversaries seeking to identify and target aspects of the bulk-power system.  Given the 

Commission’s regulatory oversight role and the complexity of the bulk-power system, including 

its many different owners and operators, facilities, systems, and assets, it is important that the 

asset owners and operators be given plenty of opportunity and deference with respect to 

informing Commission decisions regarding identifying and disclosing their critical electric 

infrastructure information.  Asset owners and operators—who operate the bulk-power system 

and protect it from threats every day—are the most valuable sources for identifying critical 

electric infrastructure information.  

Recognizing the sensitive nature of this information, NERC and the regional entities use 

                                                           
12 FPA section 215. 
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a variety of tools to protect it from disclosure and limit use of this information to their 

compliance and enforcement activities.  Congress also recognized the sensitivity of this 

information in the FAST Act language by enabling the Commission to promulgate regulations to 

protect this information.  Congress also recognized the Commission’s role in protecting the 

reliability of the bulk-power system and gave the Commission new authority to “facilitate 

voluntary sharing of critical electric infrastructure information.”  However, this new authority 

did not require the Commission to share information related to compliance with the Reliability 

Standards. 

In fact, the FAST Act language requires the Commission to take “into account standards 

of the Electric Reliability Organization” in facilitating voluntary information sharing.  The 

proposed regulations do not address how the Commission has taken into account these 

Reliability Standards.  Instead, the regulations impose an unreasonable burden on the 

information owners—the users, owners, and operators of the bulk-power system—to label and 

justify that this sensitive information should qualify as CEII, which increases the risk that this 

information may be disclosed.  Not only is this proposed process burdensome, in the case of 

information streamed to FERC, NERC, and the regional entities through various electronic 

means, it is neither practicable nor feasible. 

The proposed regulations impose significant procedural hurdles, including, but not 

limited to requiring a submitter to provide the Commission with:  (1) a clear justification 

statement for the designation, explaining how the information meets the definition of CEII, (2) 

the length of time the designation should apply, and (3) a clear label on every page that contains 

CEII.  It may not be possible for the responsible entity to clearly label and justify how the release 

of the information would affect national security, economic security, public health, or public 
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safety.13  The justification statement requirement is particularly problematic because the FAST 

Act’s statutory definition of critical electric infrastructure is defined as a “system or asset of the 

bulk-power system…the incapacity or destruction of which would negatively affect national 

security, economic security, public health or safety, or any combination of such matters.”14  The 

justification requirement hurdle creates a risk that this sensitive information will be disclosed if 

the Commission does not agree that the statement provided by the responsible entity meets this 

threshold.   

For example, information related to a responsible entity’s NERC critical infrastructure 

protection (“CIP”) high and medium impact bulk electric system (“BES”) cyber assets may be 

submitted to or accessed by FERC staff during FERC or ERO audits.  While this information 

may be quite useful to bad actors seeking to identify system vulnerabilities, the sensitivity of this 

information may be difficult to explain due to the broad complexity of the systems using those 

cyber assets.   

Moreover, it may also be difficult for a submitter to present, ex ante, a clear justification 

for meeting the critical electric infrastructure information definition for a particular system or 

asset,15 especially if the potential for a negative effect could also arise from the disclosure of a 

combination of sets of information that alone may not meet the CEII definition.  Predicting all 

such permutations of combinations that could combine to be useful to bad actors might be very 

difficult to thoroughly and accurately analyze or explain within the regulatory timeframe, even 

for a submitter with broad knowledge of those systems.  Furthermore, within the electricity 

                                                           
13 For example, how will entities label and justify each piece of information they submit to a FERC for audits? 

14 FPA section 215A(a)(2) (definition of Critical Electric Infrastructure). 

15 Covered by the Reliability Standards, whether CIP, EOP, or any of the other standard families. 
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sector, transmission planners plan and design their systems to be resilient against the occurrence 

of a single worst case scenario.  This high bar set by the critical electric infrastructure 

information definition combined with electric sector contingency planning could place many 

critical systems and assets open to disclosure given the difficulties of justifying those systems or 

pieces of information individually.  The resulting disclosure could easily and unintentionally 

place at risk many larger critical systems utilizing those subsystems and assets.  

If the Commission does not designate this information as critical electric infrastructure 

information and protect it from disclosure, then the Commission itself may cause the responsible 

entity to violate the ERO CIP information protection requirements.  To avoid these incongruous 

results, the Commission should assume that if information is related to compliance with a 

Reliability Standard, then it should only be used for the purpose behind its collection (i.e., 

compliance and enforcement with the standards).  This information should be protected from 

disclosure and should not be subject to the Commission’s new role in facilitating voluntary 

information sharing.  To address these concerns, the Trade Associations recommend that the 

Commission add language to section 388.113 that automatically designates information related 

to compliance with the Reliability Standards as critical electric infrastructure information and 

exempt it from disclosure under section 388.113(f).  

For example, the Commission could add the following language to the beginning of 

section 388.113 (d): 

(1) For information related to compliance with or enforcement of a 
standard of the Electric Reliability Organization, the Commission 
will designate this information as CEII and exempt it from 
disclosure under 388.113(f) of this Chapter. 
 
(2) For information submitted to the Commission that is not related 
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to compliance with or enforcement of a standard of the Electric 
Reliability Organization . . . 

If the Commission believes that information related to the Reliability Standards needs to 

be disclosed to certain third parties to protect the bulk-power system, then the Trade 

Associations recommend that the Commission establish a mechanism to enable asset owners and 

operators to voluntarily share this information directly with the entities that need this 

information, with specific controls to protect this information from disclosure or inappropriate 

use.  This recommendation is consistent with the legislative intent of the FAST Act and would 

help facilitate partnership between industry and government to protect the nation’s bulk-power 

system from impacting national security, economic security, public health, or public safety. 

II. The regulations should designate the NERC databases the Commission accesses 

under Order No. 824 as critical electric infrastructure information and exempt this 

information from disclosure under section 388.113 of the proposed regulations 

In Order No. 824, the Commission correctly acknowledged that industry is very 

concerned about maintaining the confidentiality of data included in the TADS, GADS, and 

protection system operations databases.  Order No. 824 states the Commission “recognizes that 

information contained in the TADS, GADS, and protection system misoperations databases may 

be sensitive, and that such information may qualify as CEII under the Commission’s 

regulations.”16   The Commission deferred the compliance date for the Final Rule until the 

Commission issues a final rule adopting regulations to implement its authority under the FAST 

Act in its CEII NOPR proceeding.   In footnote 13 of the NOPR, the Commission states that:  

Information downloaded by Commission staff from private 
databases that are accessed pursuant to Commission order or 
regulations will be maintained as non-public information 
consistent with the Commission’s internal controls. See, e.g., 

                                                           
16 155 FERC ¶ 61,275 at P 46. 
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Availability of Certain North American Electric Reliability 

Corporation Databases to the Commission, 155 FERC ¶ 61,275 
(2016).  If the Commission receives a request for access to 
downloaded information, the Commission will evaluate whether 
the information meets the definition of CEII or is proprietary 
information or otherwise privileged or non-public and will provide 
the owner of the database or information (as appropriate) with an 
opportunity to comment on the requests consistent with proposed 
section 388.113(d)(1)(vi) or sections 388.112(d) and (e).17 

However, the proposed regulations in the NOPR do not specifically address how the 

Commission will safeguard the information in the NERC databases from public disclosure when 

the Commission or Commission staff accesses the NERC databases.  Commission access to the 

information in the databases is not information submitted to the Commission and is not 

information generated by the Commission.  

In the NOPR, proposed section 388.112(b) requires the person filing a document they 

want to be treated as privileged to “designate the document as privileged” and specifies 

document marking requirements for the document to receive the “privilege claim” safeguards 

found in section 388.112(c).  For CEII, proposed section 388.113(d)(1)(iv) specifies that 

“although unmarked information may be eligible for CEII treatment, the Commission intends to 

treat information as CEII only if it is properly designated as CEII pursuant to Commission 

regulations.”  Thus, the CEII marking procedure is a submission requirement for information to 

be treated as CEII.  Section 388.113(d)(2) contains the Commission procedure for designating 

Commission-generated information as CEII.  However, when the Commission or Commission 

staff accesses the NERC databases, the information accessed is neither Commission-generated 

nor information submitted to the Commission and therefore is not addressed by the modifications 

to sections 388.112 and 113.   

                                                           
17 CEII NOPR at P 17, fn.13. 
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The information in the NERC databases consists of privileged information, CEII 

information, and non-CEII information, but such information is not necessarily capable of being 

clearly delineated and segregated.  For example, single descriptions of information within a 

single record of the database may contain both CEII and non-CEII.  Additionally, a single piece 

of vulnerability or outage information within a database may not meet the CEII definition when 

viewed in a vacuum, but when combined with other information in the database, or with 

information in a separate database, the combined information could meet the definition of CEII.  

It would be exceedingly difficult, if even possible, to accurately predict all of the various 

permutations under which a bad actor may be able to combine the underlying database 

information within these databases and to use them in a multitude of inappropriate ways.  It 

would be even more difficult, if not impossible, to thoroughly and accurately articulate all such 

possible combinations when evaluating the NERC database information in response to a CEII 

request, even if the entity that provided the data to NERC were given the opportunity to do so.    

To safeguard this information from public disclosure, the Commission should 

automatically consider the NERC database information as inextricably intertwined with CEII and 

thus treat the databases as information that has been submitted to the Commission and marked as 

CEII.  Furthermore, since this information is provided to the Commission under Order No. 824 

on a mandatory basis, it is related to the Reliability Standards and therefore it should not be 

disclosed by the Commission under section 388.113.  The Commission can address these 

concerns using the language additions to section 388.113 suggested above in section I of these 

comments.    
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III. The Commission should clarify that the proposed regulations extend the CEII 

protections beyond critical energy infrastructure information to include any 

information related to critical electric infrastructure 

In the NOPR, the Commission proposes that the scope and purpose of its regulations be 

changed to reflect the requirements of the FAST Act, including incorporating the terms critical 

energy infrastructure information and critical electric infrastructure information.18  Therefore, 

using the new FAST Act authority, the Trade Associations believe the NOPR seeks to apply the 

new CEII regulations beyond the “specific engineering, vulnerability, or detailed design 

information” contained in the critical energy infrastructure information definition to also protect 

more broadly “information related to critical electric infrastructure, or proposed critical electrical 

infrastructure” as contained in the statutory definition of critical electric infrastructure 

information, which is defined to include critical energy infrastructure information and more.19    

The NOPR further proposes that the Commission’s CEII regulations should not be 

construed to require the release of proprietary information, personal information, cultural 

resource information and other comparable data protected by statute or regulation, or any 

privileged or otherwise non-public information, including information protected by the 

deliberative process.20   

The Commission should clarify generally that its process to protect CEII is not limited to 

the existing definition of critical energy infrastructure information, and in particular, that the 

name or location of an electric system, asset, owner, or operator would be protected under the 

broader critical electric infrastructure information definition.  For example, the location of spare 

                                                           
18 See NOPR at PP 9-15.   

19 See FPA section 215(A)(a)(3) (definition of critical electric infrastructure information). 

20 See NOPR at P 52.   
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equipment for restoration is sensitive information that can be useful to a bad actor seeking to 

hinder restoration efforts.  This type of sensitive information should be designated as CEII and 

be protected from disclosure because the location of an asset or its owner or operator could 

expose a system vulnerability, potentially interfere with system restoration, or enable a bad actor 

to collect additional information that may be used to identify potential electric system 

vulnerabilities.  This clarification is important so that electric system asset owners and operators 

understand whether this information is protected as CEII and protected from disclosure.   

IV. The Commission should strengthen its procedural safeguards regarding the release 

of information designated as CEII 

The introduction of critical electric infrastructure information to the Commission’s 

critical energy infrastructure information regulations, and the revisions to the existing regulations 

to cover a variety of situations and types of information as described in the NOPR, warrant 

procedural improvements and clarifications to ensure that only information that could not have a 

negative impact on national security, economic security, and public health or safety is released.  

The proposed regulations require the Commission to notify an information submitter of a request 

for information that the submitter has labelled CEII and to give the submitter at least five 

calendar days to respond in writing to the notification.21  The Commission will then provide a 

notice of decision on a CEII release no less than five calendar days before disclosing the 

information, including a brief explanation as to why the submitter’s objections to the disclosure 

were not sustained by the Commission.22  However, the proposed regulations do not provide 

adequate safeguards to protect such information from inappropriate disclosure.  In this regard, 

the Trade Associations provide the following suggestions on potential improvements to the 

                                                           
21 Section 388.113(d)(1)(vi). 

22 Id. 
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proposed regulations:    

A. The Commission's regulations should provide for notice to owners and 

operators of bulk-power system facilities and systems, in addition to 

information submitters about a request for CEII related to the facilities and 

systems  

The proposed regulatory provisions for notice prior to release focus on information 

submitters.  But as noted above, CEII relating to facilities may also be provided by persons or 

entities other than the facility owner or operator, or may be generated by FERC or other federal, 

state, local, and tribal agencies.  The Commission's regulations should ensure that the owners and 

operators of the facilities or systems that would be put at risk by disclosure of the information, as 

well as information submitters, (together "Information Owners") receive ample notice and an 

opportunity to respond to a request for CEII and to the Commission’s preliminary determination 

to release the information. 

B. The Commission’s regulations should allow adequate time for Information 

Owners to respond to CEII disclosure notifications  

The proposed regulations have retained the original critical energy infrastructure 

information time periods of a five calendar day response by Information Owners and 20 working 

day decision (with one 10 day extension in unusual circumstances) by the Commission in 

response to CEII requests.23  However, these time periods were developed in the context of 

responding to FOIA requests24 and were not intended for information associated with national 

security (i.e., critical electric infrastructure information).  Information Owners should be given 

enough time to inform the Commission as to why such information should be withheld from 

                                                           
23 Proposed 18 CFR 388.113(d)(1)(vi) and 113(g)(vii), which cross references existing 18 CFR 388.108(c), which in 
turn cross references existing 18 CFR 388.110(b). 

24 FOIA sets a 20-day limit for agency responses to requests for information, with the possibility of a single 10-day 
extension in unusual circumstances.  5 USC 552(a)(6)(A and B).  However, those time frames should not apply to 
information such as CEII that is statutorily exempted from release under FOIA. 
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disclosure prior to its release because they are in the best position to explain the potential impacts 

the disclosure could have on the facilities, systems, and assets they own and operate.   

 More time for Information Owners to review and inform the Commission on disclosure 

impacts is consistent with the Commission’s new role to facilitate information sharing because it 

will build confidence in the Commission’s ability to properly handle the information.  This 

confidence is essential to encouraging Information Owners to share such critical information 

with the Commission.  To address these concerns, the Trade Associations recommend that the 

Commission change the “at least five calendar days” opportunity for comment on CEII requests 

that the Commission is considering to “at least 30 calendar days” to provide for adequate time to 

inform the Commission in writing of reasons why the information should not be released, 

including concerns the Information Owner may have about release to specific requesters or for 

particular purposes.   

C. The Commission’s regulations should require a detailed explanation by the 

Commission when overruling an Information Owner’s objections to disclosure 

and should clarify that disclosure will be stayed pending exhaustion of 

administrative remedies and appeals of the Commission decision 

The highly sensitive nature of critical electric infrastructure information, whose release 

could “negatively affect national security, economic security, public health or safety,”25 should 

require more than a brief explanation as to why the Commission does not sustain the Information 

Owner’s objections to help ensure that information is not inadvertently disclosed.  Instead, the 

Commission should provide a detailed explanation as to why it decided to overrule the 

Information Owner’s objections26 and also provide assurance that the objector is notified of the 

                                                           
25 FPA section 215A(a)(2). 

26 The Commission previously followed the practice of issuing orders. See, e.g., Vu Nguyen, 122 FERC ¶ 62,019 
(2008); Mike McGuffin, 122 FERC ¶ 62,003 (2008).  Depending on the explanation, the Commission may have to 
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decision.  Given the potential damage of an unauthorized release, the Commission also should 

stay the disclosure of this information until the Information Owner has had an opportunity to 

discuss the matter with the Commission and a final order on an appeal of the Commission’s 

decision has been issued by the Commission or a reviewing court. 

These process improvements are especially important because the definition of critical 

electric infrastructure information is so broad that the Commission’s reasoning may not be self-

evident without explanation.  Moreover, the Information Owner may have good reason to 

disagree with a determination to release the information.  For example, the term “negatively 

affect” in the definition can be broadly or narrowly interpreted.  The NERC CIP Cybersecurity 

Standards apply to a narrow set of systems that have a 15-minute adverse impact to the reliability 

operation of the BES.  As stated above, information related to the Reliability Standards (e.g., 

BES Cyber Systems) should be protected from disclosure.  However, the critical electric 

infrastructure definition is broader, i.e., it is not limited to a 15-minute impact, and the need for 

additional protection from disclosure may be difficult to explain without further disclosure of 

sensitive information.  The Information Owner for critical electric infrastructure information is 

generally the owner or operator of critical systems and assets of the bulk-power system and thus 

the subject matter expert on the criticality of the information and its impact to the 

owner/operator’s systems, assets, and the bulk-power system.   

As a result, it is in the best interest of the Commission to provide clear and sufficiently 

detailed communications and a method for Information Owners to inform the Commission of 

concerns about release of the information prior to initial Commission decisions and to appeal 

                                                                                                                                                                             

issue a non-public version. 
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decisions to release the information, to reduce the likelihood that sensitive information is not 

inadvertently or inappropriately disclosed.27  Further, these methods should be available to 

Information Owners for both submitted information and Commission-generated information, and 

for initial designations (or removals of designation) as well as periodic re-evaluations. 

In addition, the FAST ACT prescribes that information may not be designated as critical 

electric infrastructure information for more than five years unless specifically re-designated by 

the Commission.  Therefore, the NOPR proposes a process whereby the 200,000 existing CEII 

files would be evaluated eventually when faced with a request for disclosure, when staff 

determines a need or the submitter requests removal of CEII designation.28  The Trade 

Associations support this “as needed” approach to evaluating the existing files, rather than 

attempting to evaluate all on a five-year schedule. 

However, the NOPR also states that if information is re-designated as CEII, the 

Commission “will re-designate the information as CEII for another five years or a shorter time 

period as appropriate.”29  Conducting CEII evaluations for periodic re-designation every five 

years could be incredibly burdensome to both the Commission and industry, as well as fruitless 

for certain infrastructure whose role remains relatively static and remains in useful life for 50 

years or more.  Therefore, the Trade Associations encourage the Commission to consider a 

simpler and more streamlined process for the periodic re-designation of information previously 

                                                           
27 Affording the above-described input to appropriate subject matter experts is critically important to both the 
Information Owners and the Commission itself, and is not without analogous precedent in other agencies. For 
example, in regulations pertaining to classified information and the subset of derivatively classified information 
within its agency, the Department of Homeland Security takes steps to refer the responsibility for responding to the 
request for such information to the appropriate component or agency that established the classification. (6 CFR Part 
5, §5.4(e)) 

28 NOPR at P 24.  

29 NOPR at P 24, fn 18.  



22 

designated as CEII.  At a minimum, the Commission should presume that re-designation is 

appropriate at the end of a five-year term absent objection.  Given the sharing of CEII 

information within the industry through stakeholder, OASIS, and other processes, and the long-

term reliance upon the protections of the CEII process in disclosing this information, a simple 

and streamlined process for the re-designation of such information is vital to the effective and 

efficient protection of the underlying data, and to the proper functioning of the stakeholder and 

other processes under which it is shared.   

D. The Commission should specify the criteria and procedures around which the 

Secretary of Energy may designate CEII within the parameters of the 

Administrative Procedure Act  

The definition of critical electric infrastructure information also includes information that 

is designated “by the Commission or the Secretary of the Department of Energy, pursuant to 

subsection (d).”30   The FAST Act further states that “information may be designated by the 

Commission or the Secretary as critical electric infrastructure information pursuant to the criteria 

and procedures established by the Commission under paragraph (2)(A) ….”31  However, the 

proposed regulations do not provide a means for the Secretary of the Department of Energy 

(“Secretary”) to designate critical electric infrastructure information, as referenced in the FAST 

Act, nor do they provide any criteria by which the Secretary may do so, any procedural means by 

which Information Owners may be notified of and provide comment on such designations, or 

any other information.  The NOPR says in footnote 12 that:  

information “may be designated” by the Commission or Secretary 
of Energy as “critical electric infrastructure information.”  These 
proposed regulations would only apply to information submitted to 

                                                           
30 FPA Section 215A(a)(3).  

31 FPA Section 215A(d)(3).  
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or generated by the Commission.  Nothing in the preamble or 
proposed regulations would limit DOE’s ability to designate 
information as it deems appropriate under the FAST Act.32   

This appears to ignore the language in 215A(d)(3) that specifically states the Secretary’s 

designation of CEII shall be “pursuant to the criteria and procedures established by the 

Commission.”  Instead, as directed by the FAST Act, the Commission should in consultation 

establish specific criteria and procedures by which the Secretary as well as FERC may designate 

information as critical electric infrastructure information.  In doing so, the Commission should 

establish comparable criteria and procedures that are at least as protective and afford at least as 

much due process rights to the Information Owners as those contained in the final regulations for 

CEII designations by the Commission. 

E. The Commission should allow Information Owners, as appropriate, to protest 

disclosure of Commission-generated information prior to release 

The Commission’s NOPR proposes to specify that, for Commission-generated 

information, the Office Director or designee must consult with the Coordinator to determine 

whether Commission-generated information meets the definition of CEII, how long the CEII 

designation should last, and any re-designations as appropriate. The Coordinator will then make 

the designation determination.  Neither the NOPR nor proposed 388.113(d)(2), however, 

provides that, to the extent that the Commission-generated information may identify particular 

facilities or discuss risks, risk abatement measures, and other processes and procedures related to 

security of the facilities or assets within the facilities, the owner and operator of such facilities 

(whom together with information submitters the Trade Associations call “Information Owners”) 

will be notified of a designation of the Commission-generated information as either CEII 

(exempt from disclosure) or non-CEII (and potentially subject to public disclosure).  

                                                           
32 NOPR at P 16, fn 12. 
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Additionally, neither the NOPR nor proposed 388.113(d)(2) provides a means for such facility or 

equipment owner to provide meaningful input into the Commission designation or to appeal a 

determination with which it disagrees.   

Put simply, if information about the electric grid “[r]elates details about the production, 

generation, transportation, transmission, or distribution of energy” and “[c]ould be useful to a 

person in planning an attack on critical infrastructure,”33 then it should not matter whether the 

information was submitted to the Commission or Commission-generated; the owners and 

operators of that critical infrastructure who will be faced with defending such a potential attack 

deserve to have input into the determination of whether or not such information should be 

disclosed.  Indeed, the Inspector General’s January 2015 review of controls for protecting 

nonpublic information at the Commission was motivated, at least in part, by the inappropriate 

disclosure of Commission-generated information.34  The Commission should therefore specify a 

process by which the appropriate stakeholders and Information Owners regarding Commission-

generated information may participate in the determination of whether such information is 

exempt from disclosure as CEII.   

This issue is also significant for Information Owners that are FERC-jurisdictional 

Transmission Providers subject to the FERC Standard of Conduct and other Commission 

restrictions governing access to non-public transmission information.  Much of CEII data is also 

non-public transmission function information, subject to prohibitions under which access is not 

                                                           
33 See proposed 388.113(c)(2) (definition of critical energy infrastructure information) 

34 Department of Energy, Office of Inspector General, Inspection Report, Review of Controls for Protecting 

Nonpublic Information at the Federal Energy Regulatory Commission, DOE/IG-0933, at p. 1 (pdf page 9) (January 
2015), available at http://energy.gov/ig/downloads/inspection-report-doeig-0933.  (“In February 2014, sensitive 
internal information regarding the Commission’s electric grid analysis was mentioned by national media and 
attributed in the press to the former Commission Chairman.” ).  
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permitted to power sales marketers and others.  Absent in the NOPR is a process by which non-

public transmission function information will remain non-public.   

F. The Commission should include a process by which information determined to 

be non-CEII may be assessed, referred, or otherwise reviewed to determine 

whether it is subject to any other information restrictions  

Information submitted and marked as CEII or generated by the Commission and 

ultimately determined to be non-CEII, or previously withheld as CEII and later determined to be 

non-CEII, should not automatically be subject to public disclosure.  Some information may be 

subject to an array of information restrictions based on other laws and regulations, such as DOE, 

NRC or DOC export control requirements (10 C.F.R. Part 810 & 110, 15 C.F.R. 730, et seq, 

respectively), DHS Protected Critical Infrastructure Information (PCII program rules), the 

Cybersecurity Information Sharing Act of 2015, or other laws and regulations restricting the 

disclosure of such information.  It is not clear whether there are any procedures or other 

safeguards in place for the Commission to determine whether the pertinent information may be 

provided to the particular requester or to the public at large in accordance with these other 

requirements.  

It is difficult to contain the consequences of disclosure of such information to the public 

or in the wrong hands where it may be disseminated.  Without any procedural safeguards, the 

Commission’s disclosure of such information as non-CEII may force a violation (by the 

Commission or by the Information Owner forced to allow disclosure) of other information 

restriction requirements.  Therefore, once a determination is made that submitted or 

Commission-generated information is not CEII, the proposed regulations should include 

procedural safeguards to assess, refer to the appropriate agency for a determination, and solicit 

comment from the Information Owner on whether such information might be subject to any 
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other additional laws, regulations, or other requirements that should prevent its disclosure by the 

Commission to a particular requester or the public at large.  At a minimum, the Commission 

should expressly state in its regulations that the CEII process outlined in the regulations is not 

intended to, and should not be interpreted to, supersede or otherwise affect existing laws, 

regulations, and agency rules that separately safeguard such data. 

G. The Commission should strengthen its proposed non-disclosure agreement 

provisions to require CEII recipients to comply with robust security controls to 

protect the information 

The Trade Associations agree with the Commission that third-party recipients of CEII 

should enter into a non-disclosure agreement (“NDA”) and encourage the Commission to apply 

this requirement to all agencies, organizations, and individuals with access to CEII.  However, 

the NDA requirements described in § 388.113(h)(2) are missing critical information protection 

provisions.  For example, the Commission should require that: (1) recipients of CEII shall have 

information protection policies and procedures to protect the CEII; (2) recipients of CEII shall 

immediately notify the Commission and the Information Owners of the CEII of data breaches 

involving CEII; (3) an officer of the recipient’s organization on behalf of the organization, as 

well all individuals who will have access to the CEII, shall execute the NDA, which shall specify 

that the individuals and organization face sanctions for failure to honor the terms of the NDA; 

and (4) the NDA shall specify that the Information Owners, in addition to the Commission, 

retain the right to enforce the terms of the NDA.  These best practices are just examples of 

additional protective measures that the Commission should adopt before sharing CEII. 

V. The Commission should clearly specify the conditions for releasing CEII 

The Trade Associations appreciate that the Commission recognizes the need to establish 

some criteria before sharing CEII.  For example, the NOPR language and requester requirements 
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in the proposed regulation section 388.113 describe six factors for the Commission to release 

CEII:  

(1) the extent to which a particular function is dependent upon 
access to the information; (2) why the function cannot be achieved 
or performed without access to the information; (3) whether other 
information is available to the requester that could facilitate the 
same objective; (4) how long the information will be needed; (5) 
whether or not the information is needed to participate in a specific 
proceeding (with the proceeding identified); and (6) whether the 
information is needed expeditiously.35 

However, the proposed regulations do not adequately establish conditions for the 

authorized disclosure or sharing of CEII.  The Commission does not describe in the proposed 

regulations how it will use these factors, and the factors themselves do not provide much insight 

into how the Commission will decide with whom to share CEII and under what conditions.  At a 

minimum, the objective should be non-disclosure except when the person or entity seeking the 

information has a direct “need to know” in order to maintain reliability, safety, or security. 

For example, a reporter may be “dependent on” CEII to write an article disclosing the 

locations of critical substations, but does not have the technical expertise necessary to conduct a 

study of the nation’s 45,000+ substations to determine the most critical substations and therefore 

cannot write a report without access to the CEII.  Yet, access to such CEII would enable the 

reporter to write the report.  Although FPA Section 215A aims to prevent the types of disclosure 

of CEII presented by this scenario, the reporter could arguably satisfy the six factors identified 

above, thereby demonstrating that the criteria need to be clarified and strengthened.   

The Trade Associations are particularly concerned that, although the NOPR suggests the 

Commission will share CEII with “individuals and organizations that the Commission has 

                                                           
35 NOPR at P 33 
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determined need the information to ensure that energy infrastructure is protected,”36 this limiting 

condition is left out of the proposed regulations.  Hence in the regulation the language “need” is 

unclear and the above described reporter example is a viable possibility.   

Furthermore, the Trade Associations are concerned that the NOPR proposes to copy 

language from section 388.112(c)(1)(i) stating that the Commission has “the discretion to release 

information as necessary to carry out its jurisdictional responsibilities” to section 388.113(f)(2) 

in the regulations and to state that the Commission has the discretion to release information as 

necessary for other federal agencies to carry out their jurisdictional responsibilities.37      

The Trade Associations agree with the Commission that FPA section 215A(d)(2)(D) 

limits the Commission’s “authority to share CEII with individuals and organizations that the 

Commission has determined need the information to ensure that energy infrastructure is 

protected.”38  FPA section 215(d)(2)(D) envisions FERC sharing information with entities that 

have a role in protecting energy infrastructure.  However, Congress did not intend for FERC to 

share CEII broadly to any other Federal agency “to carry out their jurisdictional responsibilities” 

or to any other entities without a nexus with the goal of protecting energy infrastructure.39   

                                                           
36 NOPR at P 37. 

37 NOPR at P 38.  Proposed section 388.113(f) states that the Commission: (1) may share with certain specified 
entities “and other entities determined appropriate by the Commission”; (2) will consult with the CEII Coordinator 
prior to making a determination on whether to voluntarily share; (3) retains the discretion to release information 
“necessary to carry out its jurisdictional responsibilities in facilitating voluntary sharing” or to release information 
“as necessary for [other federal] agencies to carry out their jurisdictional responsibilities”; and (4) will require 
entities receiving CEII to execute either an NDA or an acknowledgement and agreement (in the case of federal 
agency recipients).  Section 388.113(f) further states that the Commission “may impose additional restrictions” on 
how the information may be used and maintained, and that submitters of CEII “shall receive notification of a limited 
release of CEII” no less than 5 calendar days before disclosure except where voluntary sharing is necessary for law 
enforcement purposes, to maintain infrastructure security, to address potential threats, or when notice would “not be 
practicable.” 

38 NOPR at P 37 (emphasis added). 

39 See NOPR at P 38.   



29 

The Commission’s regulations should reflect this same constraint. Section 388.113(f)(2) 

should be clear that the Commission will only voluntarily share CEII when the Commission 

determines that the recipients need the information to protect critical infrastructure.40  In contrast, 

a requester’s “need” for the data in order to develop a software product to be marketed for 

commercial gain would not qualify as a need.  Similarly, a requester’s proclaimed “need” for the 

data in order to push an advocacy position that serves its organization’s own policy objectives, or 

the objectives of its members, would not qualify as a need.  This is consistent with the NOPR’s 

statement that the Commission “will voluntarily share CEII when the Commission believes that 

the recipients need the information to protect critical infrastructure” and that “the recipients may 

have no other legitimate need for this information but to address that event,” and thus “the 

Commission proposes to add to section 388.113(f) of its regulations a statement indicating that 

the Commission may impose additional restrictions on how the CEII the Commission voluntarily 

shares may be used.”41   

The NOPR further proposes that where practicable when the Commission is considering 

voluntarily sharing CEII, the Commission will provide notice to the submitter of that 

information.42  Specifically, proposed regulation § 388.113(f)(5) states that submitters of CEII 

shall receive notification of a “limited release of CEII no less than 5 calendar days before 

disclosure, except in instances where voluntary sharing is necessary for law enforcement 

purposes, to maintain infrastructure security, to address potential threats, or when notice would 

not be practicable.”43  This is problematic because it is very important that Information Owners 

                                                           
40 Id. at 41.   

41 See id. at P 41.   

42 See id at P 42.   

43 Proposed 18 CFR 388.113(f)(5). 
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receive sufficient and timely information to be able to understand the security risk of such 

information sharing and evaluate whether it is appropriate for FERC to release CEII.  As with 

requests for CEII, Information Owners facing release by voluntary sharing should have more 

than five calendar days notice and an opportunity to respond, wherever possible.  The 

Commission’s  regulations also should describe what information will be provided to the 

Information Owner in such notifications from the Commission.  The Commission’s notifications 

should also provide the Information Owner with a description of how the information is relevant 

to and will be used to protect critical infrastructure.   

Specifically, the Commission could strengthen the proposed regulations by: (1) limiting 

the circumstances and defining with more clarity the examples where notice would “not be 

practicable;” (2) incorporating into the proposed regulations the NOPR’s statement that the 

requisite “need” should involve a need “to ensure that energy infrastructure is protected;” and (3) 

clarifying that, in circumstances where the Commission does provide notification of voluntary 

sharing, the Information Owner will have an opportunity to provide comments protesting the 

release of such information.44  Additionally, even in such instances as emergency purposes and 

other situations where prior notification may not be “practicable,” the Commission should still 

provide Information Owners timely notice subsequent to the disclosure, so that Information 

Owners may take steps, to the extent possible, to protect the information from further disclosure 

and mitigate any potential consequences as a result. 

Specific conditions for release of CEII are even more important based on the 

                                                           
44 The NOPR states that when the Commission is voluntarily sharing CEII the Commission will provide notice “to 
the submitter of that information.” However, as discussed in other sections, EEI requests that the Commission’s 
regulations provide for notification and opportunity for response to owners of underlying information contained in 
Commission-generated CEII as well before it is voluntarily shared.  
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Commission’s interpretation of its FAST Act authority to “facilitate voluntary sharing of critical 

electric infrastructure information with, between, and by” a number of entities, including 

“entities determined appropriate by the Commission.”  The proposed regulations focus on the 

Commission sharing CEII with these entities, but do not mention sharing between or by those 

same recipient entities, other than to state that any CEII voluntarily shared “may be subject to 

additional controls as appropriate.”45  If the Commission does not clearly define the conditions it 

will use to release CEII to third parties, then this ambiguity may discourage critical infrastructure 

owners and operators from voluntarily submitting CEII.  This appears to be counterproductive to 

the FAST Act goal of encouraging voluntary information sharing in furtherance of securing 

critical electric infrastructure. 

For example, it is unclear whether Information Owners, particularly electricity asset 

owners and operators, can expect that the Commission will bear the cost and responsibility for 

any misuse of their CEII by the third party to whom the Commission granted access.  Also, 

absent in the NOPR is any discussion of how the Commission can and will effectively enforce 

the third party’s use of the data, once the information is in the hands of such third parties; 

however, the effectiveness of controls to govern the activities of third party recipients may 

depend, in part, on whether the third party recipient is subject to the Commission’s jurisdictional 

reach.   

The Commission should also note that in its Reliability Technical Conference on June 1, 

2016, representatives from academic institutions expressed a need for information to develop 

models and to conduct studies.  Yet the NOPR and proposed regulations are silent on whether 

                                                           
45 NOPR at P 42. 
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the Commission plans to share CEII with these institutions.  Many of the Trade Associations’ 

members have specific agreements with academic institutions, based on contracts involving trust 

and consideration.  Through these contracts, these members have direct control over what 

information they share, who receives their information, and how the received information is 

used, shared, retained, and safeguarded.  The Trade Associations’ members may also receive 

benefits from sharing this information with universities, such as the results of studies conducted 

using their information.  However, the Commission should recognize that FERC often is not the 

owner of the CEII, but a steward of CEII submitted by others or pertaining to assets owned and 

operated by others.  If the Commission shares CEII, the Information Owners have little control 

over or benefit from this sharing of their information.  Accordingly, if an academic institution or 

other member of the public requests CEII, the Trade Associations urge the Commission to deny 

that request under the CEII FOIA exemption created by Congress and refer the request to the 

Information Owner. 

The Commission should further consider that FPA section 215A(d)(1)(B) requires that 

critical electric infrastructure information “shall not be made available by any Federal, State, 

political subdivision or tribal authority pursuant to any Federal, State, political subdivision or 

tribal law requiring public disclosure of information or records.”  However, this statutory 

requirement appears to be missing from the proposed rule and regulations.  The Commission 

should acknowledge this restriction on government entities in its regulations and in any NDA or 

acknowledgement and agreement that such government recipients may sign.  

VI. FERC should strengthen its proposed regulations for verifying requesters of CEII 

The Commission proposes in section 388.113(g) of its regulations to provide specific 

procedures for certain types of parties requesting to access CEII (e.g., owner/operator of a 
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facility, an employee of a federal agency, a landowner whose property is crossed by or in the 

vicinity of a project, and any person who is a participant in a proceeding or has filed a motion to 

intervene or notice of intervention).  Notably, the NOPR also proposes a process for any other 

requester that “has a particular need for information designated as CEII.”46  Proposed section 

388.113(g)(5)(v) further indicates that any CEII requester verified by FERC as a legitimate 

requester who does not present a security risk will have a valid verification for the remainder of 

the calendar year.   

It is unclear whether or how the Commission will validate CEII requestors and their use 

of the CEII.  Although the proposed regulations require a signed statement that attests to the 

accuracy of the information in their request and the Commission may require the birth date and 

place of the requester, these requirements are not sufficient in light of the sensitivity of this 

information.  Specifically, critical electric infrastructure information is related to a system or 

asset that if incapacitated or destroyed could “negatively affect national security, economic 

security, public health or safety, or any combination of such matters.”47  Relying on a statement 

of accuracy to disclose this information is not a sufficient control given the sensitivity of this 

information and the threat.  For example, a criminal or state actor is likely to sign a statement of 

accuracy and submit false information to the Commission.  The Commission should conduct risk 

assessments on all requesters it considers sharing information with, similar to the personnel risk 

assessment requirements in CIP-004-6, to verify that the requesters are who they say they are and 

that their need for this information is accurate.48  The burden of an enhanced risk assessment of a 

                                                           
46 See proposed section 388.113(g)(5).   

47 Federal Power Act, Section 215A(a)(2). 

48 In the NOPR (P19), the Commission expressed its intent to continue following its current practices in this regard 
under new CEII regulations. These include relying on staff to verify a CEII requester as “a legitimate requester who 
does not pose a security risk.” See http://www.ferc.gov/legal/ceii-foia/ceii.asp (last updated August 28, 2014).  In 
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CEII requester is far outweighed by the risk mitigation the assessment will provide.  Background 

checks consistent with CIP-004 can be performed very quickly and for relatively little cost.  

Given this low burden, it makes sense to require such an assessment before turning over 

information where “the incapacity or destruction of which would negatively affect national 

security, economic security, public health or safety, or any combination of such matters.”49 

Otherwise, the Commission and the industry may find ourselves relying upon a mere piece of 

paper deceptively signed by a rogue individual or organization. 

The Commission is also unclear as to whether it will monitor and enforce the non-

disclosure agreements it executes with CEII requesters.  These non-disclosure agreements should 

also address designation and protection of recipient-generated CEII that may be developed by 

requesters using CEII provided by FERC.  Monitoring and enforcement of these agreements is 

important to protecting this sensitive information from further disclosure.  The Commission 

should clearly use a monitoring and enforcement process to discourage and stop unauthorized 

disclosures.50  The Trade Associations suggest that the Commission modify the proposed 

regulations to make clear that any person or entity found to have used or disclosed CEII in a 

manner inconsistent with the NDA will lose its access to CEII for an extended period of time, as 

                                                                                                                                                                             

some respects, continued reliance on the same procedures creates legitimate concerns over the need for a new 
process which should include, at a minimum, a robust security risk assessment similar to those NERC Registered 
Entities are required to perform under mandatory CIP standards. 

49 See FPA section 215A(a)(2). 

50 Under current practices, the Commission’s form non-disclosure agreement for consultants provides for a potential 
FERC compliance audit to ensure that a recipient of CEII has either securely maintained the CEII information or has 
returned or destroyed the CEII within fifteen days of a request as confirmed by affidavit.  The Commission’s FOIA 
process includes annual FOIA Logs, quarterly and annual FOIA Reports, and annual Chief FOIA Officer Reports in 
order to provide performance metrics on the Commission’s efficiency in processing requests.  However, there is no 
indication that similar performance metrics are provided with respect to the Commission’s processing of affidavits 
concerning returned or destroyed CEII, nor is there any record of the Commission conducting compliance audits to 
ensure compliance with non-disclosure agreements. Performance of and reporting on audits would strengthen the 
effectiveness of the Commission’s protections and underscore is commitment to protect CEII. 
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determined appropriate by the Commission.  In addition, pursuant to the Commission’s authority 

under Section 215A(d)(2)(B) to “prohibit the unauthorized disclosure of critical electric 

infrastructure information,” the Commission should require that all entities and persons receiving 

CEII under an NDA comply with that NDA.  Noncompliance with the NDA should be a 

violation of a regulation promulgated under Part II of the FPA and therefore subject to penalties 

of up to $1 million per violation per day, if the Commission were to determine such a penalty 

appropriate. 

The Trade Associations also are concerned that once the Commission validates a 

requester, allowing an individual to have access to CEII for the reminder of a calendar year 

means that during this period the individual will not be required to go through the same request 

process and that the Commission’s CEII Coordinator may not have updated information to 

“balance the requestor’s need for the information against the sensitivity of the information.”51  

For example, if an individual receives access to certain CEII regarding generator output in 

February, subsequently that individual should have to go through the full CEII request process in 

order to obtain access to control room schematics in August.   

Proposed section 388.113(g)(5)(vi) is also problematic because it allows an organization 

with CEII access to add individuals to the NDA for a period of a year by simply giving the new 

names to the CEII Coordinator.  This is not a meaningful security control.  Requesters should be 

required to provide sufficient identifying information for FERC to perform a security screen on 

all additional persons before they can access CEII.  Proposed section 388.113(g)(5)(vi) further 

suggests that the entity that submitted the CEII at issue will have five days to notify the CEII 

                                                           
51 See NOPR at P 33 (citing to 18 CFR 388.113(d)(4)(iii) and (iv).   
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Coordinator of any objections to granting CEII access to the new individual, but there is no 

provision for notifying the original CEII submitter of the new individual’s request.  Indeed, with 

only a name, it will be difficult for the Information Owner to evaluate whether the new 

individual raises specific concerns.  Moreover, the Commission should not delegate its screening 

responsibility to others.  This provision should require the Commission to do the initial screen 

and allow the Information Owner to be provided with sufficient information about any new 

individuals and adequate time to assess the risk.  

VII. The Commission should provide further detail regarding the content and nature of 

the internal controls to be developed to safeguard CEII, and incorporate such 

internal controls into the Commission’s regulations. 

The Commission should also provide further detail on the internal controls it plans to 

develop to protect CEII from unauthorized access and disclosure, and should incorporate such 

internal controls into the CEII regulations.  For example, the Commission should consider 

incorporating a breach notification requirement into its regulations, which would require the 

Commission to notify the Information Owner of a data breach involving their CEII.  This 

notification requirement will enable submitters of CEII to begin taking defensive measures 

against misuse of their CEII.  This is only one example and the Trade Associations recommend 

that the Commission examine existing best practices for information protection in developing 

their internal controls. 

The Trade Associations submit that the Commission should consider whether to issue a 

Supplemental NOPR in this docket describing such internal controls, or it may wish to provide a 

NOPR in a separate docket describing such controls and proposing further revisions to the CEII 

regulations.  In either case, the Commission should provide more clarity on the aspects of the 

internal controls it plans to develop, and should allow for public comment in order to evaluate 
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the sufficiency of such controls and to assist in ensuring their sufficiency in protecting CEII.  

In response to concerns expressed by commenters in Docket No. RM15-25 regarding the 

confidentiality of the NERC database information that the Commission plans to access directly, 

the Commission acknowledged industry’s concerns, but indirectly addressed them by pointing to 

the revised CEII regulations in this proceeding, and deferred the compliance date of that Final 

Rule in that docket until the issuance of a Final Rule in this docket.  In footnote 13 of the NOPR 

in this proceeding (the sole part of the NOPR where NERC database information is addressed), 

the Commission states that the information downloaded by the Commission will “be maintained 

as non-public information consistent with the Commission’s internal controls.”52  However, any 

detailed discussion of the internal controls to be developed for Commission employees is limited 

to paragraph 30 of the NOPR, where the Commission states that it proposes to add provisions 

that “would require the Commissioners, Commission staff, and Commission contractors to 

comply with the Commission’s internal controls” and that the controls “will address how the 

Commission and its personnel, including contractors and agents, handle CEII.” 

The Commission should provide further detail regarding the content and nature of the 

internal controls to be developed to safeguard CEII, and these internal controls should be 

incorporated into the Commission’s regulations.  The Trade Associations submit that the 

Commission can provide further information about the principles used, the procedures in place, 

and the controls used in developing the internal controls without providing the kind of excessive 

technical detail that would undermine the internal controls themselves.53  Finally, allowing 

                                                           
52 NOPR at P17, fn 13. 

53 For example, the recommendations contained in the Inspector General’s report contained various 
recommendations, including: (1) ensuring employee awareness and training on CEII responsibilities; (2) ensuring 
employees possess necessary security clearances and receive adequate training on the identification and protection 
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public comment on the internal controls by industry subject matter experts would help the 

Commission to ensure that the internal controls ultimately developed are adequate.  For example, 

internal controls should address proper disposition of CEII information possessed by individuals 

who change roles or leave FERC.  Due to the sensitivity of CEII, the consequences of any 

unauthorized disclosure, and the Commission’s reliance on these internal controls to address 

commenters’ concerns in this and other proceedings, the Commission should provide the 

industry with notice and opportunity to comment on the development and finalization of those 

internal controls.   

VIII. In accordance with FPA Section 215A(d)(2)(C), all agency officials and staff should 

be directed not to disclose CEII except in accordance with the revised regulations 

and should be subject to potential sanctions for knowingly and willfully disclosing 

CEII 

The FAST Act specifically and expressly requires the Commission to “promulgate such 

regulations as necessary to … ensure there are appropriate sanctions in place for Commissioners, 

officers, employees, or agents of the Commission … who knowingly and willfully disclose 

[CEII] in a manner not authorized under this section.”54  The NOPR states that the Commission 

may not sanction the Chairman or Commissioners, relying on 42 U.S.C. § 7171, which provides 

that the Chairman and Commissioners “may be removed by the President only for inefficiency, 

                                                                                                                                                                             

of classified information; (3) ensuring CEII processes protecting and controlling nonpublic information are current 
and that such policies are disseminated and properly implemented; (4) working with appropriate officials regarding 
respective roles, responsibilities and authorities to classify Commission-generated information; and (5) determining 
whether to seek specific authority to protect or classify as necessary Commission-developed documents and develop 
necessary guides and training associated with any authorities obtained.  See Department of Energy, Office of 
Inspector General, Inspection Report, Review of Controls for Protecting Nonpublic Information at the Federal 

Energy Regulatory Commission, DOE/IG-0933, at p. 12 (pdf page 20) (January 2015), available at 
http://energy.gov/ig/downloads/inspection-report-doeig-0933  (containing recommendations). The Trade 
Associations submit there are ways for the Commission to expound upon these recommendations and other internal 
controls without creating vulnerabilities as to their effectiveness.  For example, the Department of Homeland 
Security procedures restrict access to only those individuals who must have access to the records to perform their 
duties as a means to prevent inadvertent disclosure of records. (6 CFR Part 5, §5.31(b)).  

54 FPA section 215A(d)(2)(C).  
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neglect of duty, or malfeasance in office.”55  However, there can be a range of sanctions—from 

censure to monetary penalties and other sanctions—that stop short of the suspension or removal 

prohibited in 42 U.S.C. § 7171 and can apply to all current and former agency officials and staff, 

at FERC and in other agencies.56  The Commission should therefore reconsider this aspect of the 

NOPR to ensure compliance with the express provisions of the FAST Act, particularly since the 

CEII protections adopted in the FAST Act were adopted in the context of what many considered 

to be an inappropriate disclosure of CEII by a former FERC Commissioner.57      

CONCLUSION 

WHEREFORE, for the foregoing reasons, EEI, EPSA, and ELCON request that the 

Commission ensure that any future action ordered as a result of this proceeding is consistent as 

discussed above.   

Respectfully submitted, 
 
EDISON ELECTRIC INSTITUTE 
 
/s/ David K. Owens 
Executive Vice President, Business Operations 
 

                                                           
55 NOPR, fn 26 (discussing 42 U.S.C. § 7171). 

56 Moreover, even if there was a conflict between these two statutes, the provisions of FPA Section 215A(d)(2)(C) 
would govern under traditionally recognized canons of legislative construction, because the later enacted statute 
trumps the earlier enacted statutes, and the specific governs the general.  See, e.g., Detwiler v. Pena, 38 F.3d 591, 
594 (D.C. Cir. 1994) (discussing the aforementioned canons of construction). 

57 See e.g.,  Department of Energy, Office of Inspector General, Inspection Report, Review of Controls for 
Protecting Nonpublic Information at the Federal Energy Regulatory Commission, DOE/IG-0933 (January 2015) (“In 
February 2014, sensitive internal information regarding the Commission's electric grid analysis was mentioned by 
national media and attributed in the press to the former Commission Chairman.”); Department of Energy, Office of 
Inspector General, Office of Audits and Inspections, Management Alert, Review of Allegations of Improper 
Disclosure of Confidential, Nonpublic Federal Energy Regulatory Commission Information, DOE/IG—0939 (June 
2015) (“On March 9, 2015, Mr. Jon Wellinghoff, who served as Commission Chairman from 2009 to 2013, 
moderated a panel discussion at a public conference at which he shared a video excerpt of a nonpublic deposition 
taken during a major OE investigation. … We confirmed the essence of the allegation, finding that Mr. Wellinghoff 
had, in fact, disclosed nonpublic OE information in a public setting.”).   
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