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UNITED STATES OF AMERICA 
BEFORE THE 

FEDERAL ENERGY REGULATORY COMMISSION 
 

      )  
Internal Network Security    ) 
Monitoring for High and   )  Docket No. RM22-3-000  
Medium Impact Bulk Electric   ) 
System Cyber Systems   )  
 

 
COMMENTS OF THE ELECTRIC POWER SUPPLY ASSOCIATION   

  
Pursuant to the Federal Energy Regulatory Commission’s (“FERC” or “the 

Commission”) January 20, 2022 Notice of Proposed Rulemaking (“NOPR”),1 the Electric 

Power Supply Association (“EPSA”)2 submits the following comments in addition to 

joining comments developed and submitted concurrently by a coalition of electricity 

trade associations (“Joint Trade Association Comments”).3 EPSA members take very 

seriously the cyber and physical security of their operations and the grid. Ensuring that 

all cyber and physical security considerations are fully addressed is central to the 

reliable operations of all participants in the delivery of electricity to consumers, including 

independent power producers (“IPPs”) and competitive power suppliers who rely on 

capacity, energy, and ancillary market revenues to support operations and safety 

activities.  

 
1  Notice of Proposed Rulemaking, Internal Network Security Monitoring for High and Medium 
Impact Bulk Electric System Cyber Systems, Docket RM22-3-000, (issued January 20, 2022), (“NOPR” or 
“INSM NOPR”). 
2  EPSA is the national trade association representing competitive power suppliers in the U.S. 
EPSA members provide reliable and competitively priced electricity from environmentally responsible 
facilities using a diverse mix of fuels and technologies. EPSA seeks to bring the benefits of competition to 
all power customers. This pleading represents the position of EPSA as an organization, but not 
necessarily the views of any particular member with respect to any issue. 
3  Comments of the Edison Electric Institute, the American Public Power Association, the Large 

Public Power Council, the National Rural Electric Cooperative Association, and the Electric Power Supply 

Association, INSM NOPR, (filed on March 28, 2022), (“Joint Trade Association Comments”). 
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Electricity service that is reliable and affordable 24/7 is critical for customers of all 

types – residents in their homes, companies conducting their business, or 

manufacturers making and selling products necessary to support the nation’s economy. 

Service disruptions are unacceptable as they impair a customer’s ability to conduct its 

business or make or sell its products., and thus competitive suppliers invest in extensive 

security systems for their own protection and that of the Bulk Power System (“BPS”) 

which in turn protects U.S. consumers.  

The instant NOPR addresses an emerging networked environment security 

concern for high and medium impact Bulk Electric System (“BES”) Cyber Systems 

(“BCS”) and proposes to direct the North American Electric Reliability Corporation 

(“NERC”) to develop new standards to address those concerns. Thus, the NOPR seeks 

input on the usefulness and practicality of implementing Internal Network Security 

Monitoring (“INSM”) to detect malicious activity in networks with low impact BCS, 

including any potential benefits, technical barriers, and associated costs. The Joint 

Trade Association Comments support the direction of the NOPR and respond in detail 

to an array of questions posed by the Commission regarding the security objectives of 

any new standards and potential challenges, capability concerns, sufficiency of the 

security objectives, and development and implementation issues for new INSM 

reliability standards. As a signatory to the Joint Trade Association Comments, EPSA 

incorporates by reference those comments in this proceeding. 

While addressed in the Joint Trade Association Comments, EPSA offers 

additional comments to reiterate that the same risks associated with high and medium 

impact BES Cyber Systems do not apply to low impact BES Cyber Systems. As cyber 
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threats can often cut across interconnected systems, it holds that the BES should be as 

fortified as is reasonably possible. While EPSA believes that there are clear benefits to 

INSM on high and some medium impact facilities, the costs associated with 

implementing INSM on low impact facilities would greatly outweigh the benefits of such 

action. Further, EPSA, representing competitive suppliers, raises the issue of hitting a 

cost recovery tipping point as the evolving security landscape leads to a growing 

multitude of mandated expenses required of individual resources to secure the system 

as a whole.  

I. COMMENTS 

A. The Commission Should Focus on High Impact Facilities and Take a 
Risk-Based Approach for Medium Impact Facilities 
 

In the NOPR, the Commission expresses its belief that requiring entities to 

implement INSM will improve incident response capabilities and situational awareness 

and assist in detecting and mitigating malicious activity in the early phases of an attack.4  

EPSA agrees that INSM would improve network visibility and increase the probability of 

detecting and mitigating malicious activity. Accordingly, EPSA supports the 

implementation of risk-based INSM standards on high impact facilities, noting that the 

Joint Trade Associations raise an array of technical questions and possible barriers 

which would be best vetted in a public forum or technical conference.5 While high 

impact facilities are indisputably worthy of INSM measures, medium impact facilities are 

far more prevalent across the BES and vary in their criticality to the reliable operation of 

the BES. Given this fact, EPSA believes that any new requirements imposed on 

 
4  NOPR, p.3. 
5  Joint Trade Association Comments, p. 7. 
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medium impact facilities should be commensurate with the risk posed by each individual 

facility which could be compromised.  

EPSA also believes that any requirements on medium impact facilities should be 

tailored to address that level of facility rather than replicating those designed for high 

impact facilities. For example, a single sensor might prove sufficient to monitor medium 

impact networks and would certainly be an improvement where the system is not 

currently monitored. In addition, implementing INSM across all high and medium impact 

BCS simultaneously will stretch already limited personnel resources and could create 

potential equipment constraints due to the mass adoption of INSM across the electric 

system. EPSA members have particular concerns about their ability to hire and retain 

employees with the skills required to successfully implement and run a drastically 

increased INSM program. Any new standard and implementation timelines would need 

to account for these challenges to ensure that responsible entities have the runway and 

flexibility required to successfully implement these programs. A measured or phased 

approach to implementing new requirements would improve INSM while controlling the 

costs and constraints that will surely come with executing any new standards regime. 

As to the usefulness and practicality of implementing INSM on low impact 

facilities, these systems, by definition, have been classified as low as a result of the 

minimal impact they would have on grid operations. In addition, low impact facilities far 

outnumber both medium and high. Applying INSM to low impact facilities is neither 

feasible nor practical from a human resources or financial standpoint. On top of cost 

and staffing challenges that would arise with a low impact INSM requirements, supply 

chain challenges would surely be exacerbated as the entire electric sector would be 
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attempting to acquire large quantities of the same equipment at the same time. The 

Commission and NERC should not require INSM on low impact facilities. 

B. Costs, and Cost Recovery, Remain a Concern 

As outlined above, an overly broad and prescriptive INSM standards regime 

would likely be accompanied by tremendous costs with diminishing benefits, particularly 

if applied to lower impact facilities in addition to those with a higher risk profile. The 

Commission and NERC should ensure that any new standards on this front allocate 

investments in the most cost-effective manner possible. As the world continues to 

evolve and cybersecurity threats become ever more dynamic, the cost of protecting the 

BPS continues to escalate for all electric sector stakeholders.  

Issues of cost discipline are of particular importance to EPSA members as they 

recover their costs through competitive markets and often absorb new mandated costs 

via their market revenues without being able to fully adjust their bids into the capacity 

auction to reflect these cost increases. As such, competitive generators need to be able 

to adjust capacity bids to fully reflect the cost of compliance. In the event that these 

costs are not fully reflected in capacity market offers, or adversely impact the ability to 

obtain capacity supply obligations, there may be a need to recover certain mounting 

mandated costs through different recovery mechanisms. While EPSA understands that 

the instant NOPR is not the venue to address a broader mandated compliance cost 

recovery framework, the Commission and NERC should recognize that competitive 

generators need the opportunity to fully recover the costs that they incur due to any new 

INSM-related mandates. 
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II. Conclusion  

  EPSA appreciates the opportunity to comment on these important issues and 

herein incorporates the detailed responses of the Joint Trade Association Comments to 

respond to the instant NOPR. EPSA respectfully requests that the Commission focus on 

high and some medium impact facilities as it crafts its final rule. 

 
Respectfully submitted,   

  
ELECTRIC POWER SUPPLY 
ASSOCIATION   

  
By:  Nancy Bagot   

Nancy Bagot 
Senior Vice President  
Bill Zuretti   
Director, Regulatory Affairs & Counsel   
Electric Power Supply Association   
1401 New York Ave, NW, Suite 950   
Washington, DC 20005   
 

Dated: March 28, 2022 


